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EU citizens are increasingly using digital t ools and the internet  

to work, learn, socialise, to interact with administrations or 

companies, and to access services such as health and culture. 

Access to the internet and the use of digital tools is no longer a 

novelty. For citizens, companies, organisations, and 

governments  ii oj_\t½n nj^d`ot, they have become essential . 

The COVID-19 crisis has accelerated this trend. The creation of a 

strong and shared vision for a digital economy and society is more 

important than ever. 

The publication by the European Commission in March 2021 of the 

=iggohc][ncih ih nb_ »>cacn[f =igj[mm4 nb_ ?olij_[h q[s 

for the Digital Decade ½1 jpogdi`n oc` bj\g ja m`\^cdib \ ¼cph\i-

centred, sustainable and more prosperous digital future for Europe 

by 2+.+½) Oc` communication announced a proposal for a 

declaration on digital principles to define a European way for 

the digital transition , launching a broad consultation and 

engagement exercise2 on a set of digital principles.  

The overall aim of a declaration on digital principles would be to 

promote a values-based European digital landscape  to help 

nurture more democratic and inclusive societies, ensuring a level 

playing field for all EU citizens to access and leverage the full 

potential of an incr easingly digital world . 

The aim of these consultations, and this Eurobarometer, was to 

gain the perspectives of EU citizens to help formulate the 

proposed European digital principles . 

 

 

 
1 Communication from the Commission to the European Parliament, the Council, the 
European Economic and Social Committee and the Committee of the Regions 2030 
Digital Compass: the European way for the Digital Decade, COM/2021/118 final/2, 9. 
3. 2021 

The first part of this report focuses on the perception among EU 

citizens of the role that digital tools and the internet  will 

play in their lives , and their expected impact in the future. For 

example, respondents were asked how important they expect 

digital tools and the internet will be in their lives by 2030, and 

whether or not they expect digital tools and the internet to bring 

them more advantages than disadvantages. Respondents were 

also asked to indicate what worries them about the increased role 

of digital tools and the internet in our society.  

The second part of the report focuses on the awareness of EU 

citizens on the application and protection of rights in  the 

online environment . More concretely, respondents were asked 

whether or not they are aware that rights such as the freedom of 

expression, privacy, or non-discrimination should be respected 

online as well as offline. Respondents were also asked to indicate 

how well they think that the EU protects their rights in the online 

environment, and to indicate whether or not they consider it useful 

to know more about their rights in the online environment.  

The third part of this report explores the perception among 

respondents regarding a common European vision to digital 

rights and princi ples. Respondents were asked to indicate if they 

would find it useful for the European Commission to define and 

promote such a common European vision. They were also asked to 

assess a selection of examples of principles that could be 

considered for inclusion in a declaration to define a European 

approach for the digital decade. 

2 Next to this Eurobarometer, this consultation exercise consisted of a public 
consultation, dedicated workshops with civil society, targeted interviews, and a 
consultation with children and their educators. 
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This survey was carried out by the Kantar network in the 27 EU 

Member States between the 16th of September and 15th of October 

2021. Some 26,530 respondents from different social and 

demographic groups were interviewed in their mother tongue. This 

survey was commissioned by the European Commission, 

Directorate General for Communications Networks, Content and 

Technology (DG CNECT) in the framework of the Communication 

ji oc` ¼?dbdo\g >jhk\nn5 oc` @pmjk`\i r\t ajm oc` ?dbdo\g ?`^\_`½. 

The methodology used is that of Eurobarometer surveys as carried 

out for the Directorate-B`i`m\g ajm >jhhpid^\odji #ºH`_d\ 

monitoring and Eurobarometer» Pido$. However, in order to run 

fieldwork during the COVID pandemic, it was necessary to change 

the methodology in some countries (total or partial online 

interviews in some countries). A technical note on the way the 

interviews were conducted by the institutes within the Kantar 

network is annexed to this report. Also included are the interview 

methods and confidence intervals.  

Note: In this report, Member States are referred to by their official 

abbreviation, as listed below: 

Belgium BE Lithuania  LT 

Bulgaria  BG Luxembourg  LU 

Czechia CZ Hungary HU 

Denmark  DK Malta MT 

Germany DE Netherlands NL 

Estonia EE Austria AT 

Ireland  IE Poland PL 

Greece  EL Portugal  PT 

Spain ES Romania RO 

France EN Slovenia SI 

Croatia  HR Slovakia SK 

Italy  IT Finland FI 

Republic of 

Cyprus* 
CY* Sweden SE 

Latvia  LV   

 

European Union - weighted average for the 

27 Member States of the European Union  

 

 

EU27 

* Cyprus as a whole is one of the 27 European Union Member 

No\o`n) Cjr`q`m' oc` º\^lpdn ^jhhpi\po\dm`» c\n ]``i npnk`i_`_ 

in the part of the country which is not controlled by the government 

of the Republic of Cyprus. For practical reasons, only the interviews 

carried out in the part of the country controlled by the government 

of the Republic ja >tkmpn \m` di^gp_`_ di oc` º>T» ^\o`bjmt \i_ di 

the EU27 average.  

We would like to thank all respondents in Europe who took 

the time to take part in this survey.  

Without their active participation, this survey would not 

have been possible. 
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EU citizens feel  that digital tools and the internet  will be 

important in their lives, and  close to half of them feel 

that they will bring them more advantages than 

disadvantages . 

Á Around eight in ten of the surveyed EU citizens (81%) feel that 
digital tools and the internet will be important in their lives by 
2030. This feeling is considerably higher among young people 
(e.g. 96% of those surveyed aged 15-24 feel this way). 

Á Two out of five respondents (41%) expect that the use of 
digital tools and the internet will bring them more advantages 
than disadvantages, and a similar number (43%) expect as 
many advantages as disadvantages. Only a small proportion 
(12%) expect more disadvantages than advantages. 

However, EU citizens indicate that they are worried about  

some challenges related  to the i ncreasing role of digital 

tools  and the internet  in our society.  

Á For example, a large number of respondents indicate that they 
are worried about cyber-attacks and cybercrime (56%), the 
safety and well-being of children in the online environment 
(53%), and the use of personal data and information by 
companies or public administrations (46%). 

Á Next to this, several respondents also indicate being worried 
about the difficulty some people have accessing the online 
world (41%), finding a good online/offline life balance (34%), 
learning new digital skills (26%), or the environmental impact 
of digital products and services (23%). 

Furthermore,  a large number  of EU citizens is not aware 

that rights such as the freedom of expression, privacy, or 

non-discrimination should also be respected online . 

Á Over a third of respondents (39%) indicate being unaware 
that the rights that apply offline should also be respected 
online. In some EU countries, more than half of the 
respondents think this way, while older persons are less aware 
of this (e.g. 49% of those surveyed in the age group 55+). 

Á Around half of the EU citizens surveyed (48%) think that the 
EU protects their rights in the online environment well but over 
one in four (29%) think the EU does not protect their online 
rights very well, while 8% of the respondents think it protects 
their online rights not well at all. 

 

A large majority of EU respondents would find  it useful to 

know more about their rights  in the online environment , 

and for the European Commission to define and promote a 

common European vision on digital rights and principles.  

Á More than three quarters (76%) of respondents indicate that 
they would find it useful to know more about their rights in the 
online environment. This number is even higher among young 
people (e.g. 90% of those surveyed aged 15-24).  

Á Next to this, a large majority of respondents (82%) consider it 
useful for the European Commission to define and promote a 
common European vision on digital rights and principles. Only a 
small number indicate that this would not be very useful (9%), 
or not useful at all (4%).  

When asked about the importance of some specific example 

principles, a large majority of EU citizens considered all the 

mentioned principles as important to be included in a list of 

digital principles.  

Á More specifically, respondents consider having principles on the 
protection of children in the online environment, on the 
confidentiality of communications, and on a safe and trusted 
online environment where people are protected from 
cybercrime and illegal content and goods as the most important 
to be included in a list of digital principles. 

Á The other examples principles in this Eurobarometer also 
received considerable support from the respondents but there 
are some notable differences between Member States and 
according to the socio-demographic profile of respondents. 
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Ocdn admno ^c\ko`m `s\hdi`n @pmjk`\in½ qd`rn ji oc` apopm` ja 

digital tools and the internet. It explores the extent to which 

respondents expect these digital tools and the internet to impact 

their lives by the end of this decade (year 2030). In addition, 

respondents were asked whether or not they view this impact, and 

more specifically their use of digital tools and the internet, as a net 

positive, bringing them on the whole more advantages or 

disadvantages.

 

 

1. Importance of digital tools and the 
internet by 2030 

A large majority of respondents  feel that digital tools and 

the internet  will be important in their lives by 2030  

When asked to what extent they think that digital tools and the 

internet will be important in their lives by 20303, respondents 

provided the following answers: 

Á More than eight in ten Europeans (81%) indicate thinking that 
digital  tools  and the internet  will  be important  in their  

lives  by 2030 , with close to half (45%) thinking they will be 
very important, and over a third (36%) that they will be 
somewhat important. 

Á Close to one in five (17%) respondents expect digital tools 
and the internet not to be very important in their lives by 
2030, with 7% thinking that they will not be important at all.

 

 

A country  analysis  reveals that in seven EU Member States, more 

than nine in ten respondents indicate thinking that digital tools and 

the internet will be important in their lives by 2030, with the 

highest percentages recorded in Finland (95%), the Netherlands 

(95%), and Sweden (94%), and the lowest in Romania (61%), 

Austria (72%), and Bulgaria (74%). 

Similarily, in the Netherlands (76%), Sweden (75%), and Denmark 

(74%) more than six in ten respondents expect digital tools and 

the internet to be very important by 2030. While respondents are 

least likely to feel this way in Romania (21%), Poland and Portugal 

(both 29%), and Hungary and Italy (both 32%).  

 

 
3 QB1. How important do you think digital tools and the internetinternet will be in 
your life by 2030?  
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An analysis of  the socio -demographic data  shows the following

Á Men are more likely (84%) to think digital tools and the 
internet will be important in their lives than women (79%). 

Á Respondents aged 15-24 are slightly more likely (96%) to 
think this way than those aged 25-39 (94%), those aged 40-
54 (89%), and substantially more than those aged 55 and up 
(66%). 

Á Respondents with a higher education are more likely (92%) to 
think digital tools and the internet will be important in their 
lives than those who finished a secondary education 
(schooled until 16 to 19 years of age) (79%), and those who 
went to school until the age of 15 (53%).  

Á Among different socio-demographic categories, students are 
most likely (97%) to think digital tools and the internet will be 
important in their lives, followed by managers (94%), other 
white collar workers (93%), the self-employed (91%), manual 
workers (86%), and the unemployed (85%), whereas those 
who are retired are less likely to say this (59%). 

Á Social class plays a substantial role. 91% of those who 
consider themselves as belonging to the upper middle class 
are likely to think that digital tools and the internet will be 
important in their lives, followed by 88% of those belonging 
to the upper class, 86% of the middle class, 78% of the lower 
middle class, and 69% of the working class.  

Á Not unexpectedly, respondents who use the internet every day 
are more likely (92%) to indicate thinking digital tools and the 
internet will be important in their lives, than those who 
sometimes use the internet (64%), and than those who never 
go online (30%).  

Á Respondents who have a positive image of the EU are 
substantially more likely (88%) to think digital tools and the 
internet will be important in their lives than those who hold a 
negative view of the EU (68%). 

Á Respondents who think that things in their life are going in the 
right direction are also more likely (86%) to think that digital 
tools and the internet will be important in their lives than 
those who think things in their life are going in the wrong 
direction (69%).  
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EU27 81 17 2

Man 84 15 1

Woman 79 19 2

 15-24 96 4 0

 25-39 94 6 0

 40-54 89 10 1

 55 + 66 31 3

15- 53 41 6

16-19 79 19 2

20+ 92 7 1

Still studying 97 3 0

Self- employed 91 8 1

Managers 94 6 0

Other white collars 93 6 1

Manual workers 86 13 1

House persons 70 27 3

Unemployed 85 14 1

Retired 59 37 4

Students 97 3 0

The working class 69 28 3

The lower middle class 78 20 2

The middle class 86 13 1

The upper middle class 91 8 1

The upper class 88 12 0

Everyday 92 7 1

Often/ Sometimes 64 34 2

Never 30 62 8

Positive 88 11 1

Neutral 75 23 2

Negative 68 30 2

Right direction 86 13 1

Wrong direction 69 29 2

Neither 69 28 3

How important do you think digital tools and the internet 

will be in your life by 2030? 

(% - EU)

Education (End of)

Use of the Internet 

Gender

Age

Socio-professional category

Consider belonging to

Image of EU

Things in your life are going in ê



Special Eurobarometer 518  

Digital Rights and Principles  

 

 12  

 

2. Impact of digital tools and the 
internet on @pmjk`\in½ lives in the 
future  

Close to half of EU citizens  surveyed feel that in 2030 the 

use of digital tools and the internet  will bring them more 

advantages than disadvantages.  

When asked to imagine their lives in 2030, and whether the use of 

digital tools and the internet will bring them more advantages than 

disadvantages4, respondents provided the following answers:  

Á Two out of five (41%) Europeans expect that the use of digital 
tools and the internet will bring them more advantages than 
disadvantages. 

Á A slightly higher proportion (43%) of respondents expect as 
many advantages as disadvantages. 

Á Over one in ten (12%) expect that using digital tools and the 
internet will bring them more disadvantages than advantages.  

 

Country-specific results reveal some interesting patterns. In ten 

countries, more than half of the respondents expect the use of 

digital tools and the internet to bring them more advantages than 

disadvantages, most notably in Finland (67%), Denmark (63%), 

and Sweden (62%). Respondents are least likely to think this way 

in Romania (25%), Greece (28%), and France (29%). 

 
4 QB2. When you imagine your life in 2030, do you think the use of digital tools and 
the internetinternet will bring you more advantages or disadvantages? 

 

 

 

 

 

In some countries, some respondents think that the use of digital 

tools and the internet carries more disadvantages than 

advantages. This is most notably the case in Greece (22%), Austria 

(20%), and France (18%), with respondents in Finland (2%), Ireland 

(5%), and Malta (6%) least likely to think this way. More than one 

di o`i #,/г$ ja m`nkji_`ion di =pgb\md\ di_d^\o` oc\o oc`t _ji½o 

know. 
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An analysis of the socio -demographic data  shows the 

following: 

Á Men are more likely (45%) than women (37%) to think the 
use of digital tools and the internet will bring them more 
advantages than disadvantages. 

Á Respondents aged 15-24 are more likely (57%) to expect 
digital tools and the internet to bring them more advantages 
than disadvantages than those aged 25-39 (50%), those 
aged 40-54 (44%), and substantially more than those aged 
55 and up (30%). 

Á Respondents who are still studying are more likely (61%) to 
think that the use of digital tools and the internet will bring 
them more advantages than disadvantages than those with a 
higher education (51%), those who finished their education 
aged 16 to 19 (36%), and those who went to school until the 
age of 15 (21%).  

Á Among different socio-demographic categories, students are 
most likely (61%) to think that the use of digital tools and the 
internet will bring them more advantages than disadvantages, 
followed by managers (56%), other white collar workers 
(47%), the self-employed (46%), manual workers (38%), the 
unemployed (37%), and those who are retired (27%). 

Á Respondents who use the internet every day are more likely 
(48%) to indicate thinking that the use of digital tools and the 
internet will bring them more advantages than disadvantages, 
than those who sometimes use the internet (21%), and than 
those who never go online (9%). 

Á Respondents who have a positive image of the EU are 
substantially more likely (53%) to think this way than those 
who hold a negative view of the EU (23%). 

Á Respondents who think their life is going in the right direction 
are also more likely (47%) to think that the use of digital tools 
and the internet will bring them more advantages than 
disadvantages than those who think their life is going in the 
wrong direction (21%). 
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EU27 41 43 12 4

Man 45 41 10 4

Woman 37 45 13 5

 15-24 57 37 5 1

 25-39 50 42 7 1

 40-54 44 45 10 1

 55 + 30 45 16 9

15- 21 41 23 15

16-19 36 49 12 3

20+ 51 40 7 2

Still studying 61 34 5 0

Self- employed 46 42 11 1

Managers 56 37 6 1

Other white collars 47 45 6 2

Manual workers 38 49 11 2

House persons 28 50 14 8

Unemployed 37 47 12 4

Retired 27 43 19 11

Students 61 34 5 0

Most of the time 28 43 23 6

From time to time 31 51 14 4

Almost never/ Never 46 41 9 4

The working class 31 46 15 8

The lower middle class 35 45 16 4

The middle class 44 44 9 3

The upper middle class 56 37 6 1

The upper class 56 29 14 1

Everyday 48 43 8 1

Often/ Sometimes 21 56 20 3

Never 9 41 30 20

Positive 53 38 6 3

Neutral 28 51 15 6

Negative 23 46 27 4

Right direction 47 41 9 3

Wrong direction 21 54 20 5

Neither 26 45 18 11

Things in your life are going in ê

Use of the Internet 

Image of EU

Consider belonging to

When you imagine your life in 2030,do you think the useof digital tools

and the internet will bring you more advantages or disadvantages? 

(% - EU)

Gender

Age

Education (End of)

Socio-professional category

Difficulties paying bills



Special Eurobarometer 518  

Digital Rights and Principles  

 

 14  

More than half of EU citizens indicate worrying  about 

cyber-attacks and cybercrime suc h as theft or abuse of 

personal data, ransomware (malicious software) or 

phishing, as well as the safety and well -being of children  

Respondents were asked to select four aspects of what worries 
them most about the increased role of digital tools and the internet 
in their society, from a list of seven5. They provided the following 
answers: 

Across the EU, cyber-attacks and cybercrime such as theft or 

abuse of personal data, ransomware (malicious software) 

or phishing  are the top most frequently indicated by respondents. 

More than half (56%) of the respondents indicate this. The safety 

and well -being of children  is indicated almost as frequently 

(53%), followed by the use of personal data and information 

by companies or public administrations  (46%), and the 

difficulty some people have accessing the online world  (e.g. 

persons with disabilities, elderly people, those living in areas with 

little or no internet access) (41%).  

 
5 QB3. What worries you most about the increased role of digital tools and the 
internetinternet in our society? (MAX. 4 ANSWERS) 

Over one in three (34%) indicate the difficulty of disconnecting 

and finding a good online/offline life balance , with over one 

in four (26%) indicating worrying about the difficulty of learning 

new digital skills in order to take an active part in society  

(e.g. working or studying online, online voting).  

Around one in five (23%) worry about the environmental impact 

of digital products and services .   
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A national analysis shows some interesting differences among 

EU Member States. The most likely to indicate worrying about 

cyber-attacks and cybercrime such as theft or abuse of 

personal data, ransomware (malicious software) or 

phishing  are respondents in Sweden (82%), the Netherlands and 

Finland (79% both), and Ireland and Denmark (70% both). In ten 

countries, less than half think this way. Least likely to do so are 

respondents in Romania (38%), Croatia (41%), and Cyprus (44%).  

In 21 EU Member States, more than half indicate being worried 

about the saf ety and well -being of children , most notably in 

Cyprus and Ireland (71% both), Croatia (65%), and Greece and 

Luxemburg (63% both). Least likely to indicate this are 

respondents in Poland and Romania (both 38%), the Netherlands 

and Finland (both 47%), and Bulgaria (49%).  

The respondents that are most likely to worry about the use of 

personal data and information by companies or public 

administrations  are from Greece (64%), the Netherlands (63%), 

and Ireland (58%), with respondents least likely to indicate this in 

Romania (33%), Latvia (35%), and Hungary and Slovakia (both 

37%).  

The highest proportion of respondents indicating the difficulty 

some people have a ccessing the online world are found in the 

Netherlands (55%), Finland (54%) and Sweden (52%). The least 

worried about this are respondents in Czechia (19%), Estonia 

(26%), and Lithuania (29%). 

The respondents that are most likely to indicate the difficulty of 

disconnecting and finding a good online/offline life balance  

in Greece, Croatia, and the Netherlands (all 44%), Denmark (43%), 

and Germany and Luxembourg (both 40%) and least likely to do 

so in Lithuania (20%), Portugal (21%), and Cyprus (25%).  

Worries about the difficulties of learning new digital skills 

in order to take an active part in society  are mostly indicated 

by respondents in Greece and Italy (both 35%), Croatia and 

Hungary (both 33%), and Austria (32%), while the environmental 

impact of digital products and services  is indicated most in 

France (33%), Slovakia (31%), and Austria and Italy (both 29%).  
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EU27 56 53 46 41 34 26 23 1 0 2

BE 61 53 49 47 33 24 23 0 0 1

BG 45 49 50 31 29 28 25 2 0 4

CZ 62 56 44 19 34 23 16 1 0 1

DK 70 57 45 39 43 21 19 1 0 1

DE 65 55 46 41 40 22 22 1 0 2

EE 58 60 38 26 30 21 11 2 0 5

IE 70 71 58 35 33 23 23 0 0 0

EL 50 63 64 47 44 35 21 1 0 1

ES 49 57 46 43 33 29 18 2 0 5

FR 60 58 46 40 32 16 33 2 0 1

HR 41 65 38 34 44 33 25 1 0 0

IT 46 51 46 45 31 35 29 1 0 2

CY 44 71 51 39 25 22 25 3 0 1

LV 53 60 35 31 29 17 17 2 0 3

LT 55 53 42 29 20 20 17 3 1 6

LU 64 63 40 35 40 15 24 0 0 0

HU 48 52 37 37 31 33 25 1 0 2

MT 64 58 53 42 35 24 25 1 0 5

NL 79 47 63 55 44 19 19 0 0 0

AT 52 58 43 42 38 32 29 2 1 0

PL 45 38 39 30 28 30 19 1 0 3

PT 56 59 40 51 21 31 14 1 0 4

RO 38 38 33 44 28 31 22 3 0 5

SI 49 58 43 41 39 31 21 1 0 1

SK 47 50 37 31 34 29 31 1 0 3

FI 79 47 41 54 33 19 11 0 0 0

SE 82 60 54 52 33 16 20 0 0 0

What worries you most about the increased role of digital tools and the internet in our society? 

(MAX. 4 ANSWERS) (%)

Lowest percentage per country

Lowest percentage per item

Highest percentage per country

Highest percentage per item



Special Eurobarometer 518  

Digital Rights and Principles  

 

 16  

The socio-demographic data  shows the following: 

Á Men are more likely (49%) to worry about the use of  

personal  data  and information  by companies or public  

administrations  than women (43%). They are more or less 

equally likely to worry about cyber-attacks  and cybercr ime 

such as theft  or abuse of  personal  data,  ransomware  

(malicious  software)  or phishing than women (58% vs 
54%). Women on the other hand are more likely (56%) to 
worry about the safety  and well -being of  children  than 

men (50%).  

Á Respondents of all ages are equally likely (about six in ten) to 
worry about cyber-attacks  and cybercrime  such as theft  

or abuse of  personal  data,  ransomware  (malicious  

software)  or phishing , but substantially more likely than 

those aged 55 and up (50%). The same is true regarding the 

use of  personal  data  and information  by companies or 

public  administrations  (about 50% vs 40%). However, 
respondents aged 55 and up are more likely (29%) to worry 
about the difficulty  of  learning  new digital  skills  in 

order  to  take  an active  part  in society  (e.g. working or 
studying online, online voting) than those aged 40-54 (26%), 
those aged 15-24 (23%), and those aged 25-39 (21%). The 
youngest respondents, aged 15-24, are most likely (47%) to 
worry about the difficulty  of  disconnecting  and finding  a 

good online/offline  life  balance, followed by those aged 
25-39 (42%), 40-54 (37%), and 55+ (24%). The youngest age 
group is also more likely (28%) to worry about the 
environmental  impact  of  digital  products  and services , 

than those aged 55 and up (20%).   

Á Respondents who have a higher education (64%) are more 
likely to worry about cyber-attacks  and cybercrime  such 

as theft  or abuse of  personal  data,  ransomware  

(malicious  software)  or phishing, than those who finished 
their education aged 16 to 19 (54%), and those who went to 
school until the age of 15 (39%). Respondents who enjoyed a 
higher education are more likely (51%) to worry about the 

use of  personal  data  and information  by companies or 

public  administrations  than those who enjoyed a 
secondary education (45%), and those who went to school 
until the age of 15 (35%). Respondents of all education levels 
are equally likely (54%) to be concerned about the safety  

and well -being of  children  online. Respondents who are 
still studying are substantially more likely (49%) to indicate 
the  difficulty  of  disconnecting  and finding  a good 

online/offline  life  balance than those who enjoyed a higher 
education (38%), those who finished their education aged 16 
to 19 (32%), and those who went to school until the age of 
15 (22%).

 

Á We note that among different socio-demographic categories, 
managers are more likely (44%) to worry about the difficulty  

of  disconnecting  and finding  a good online/offline  life  

balance than other white collar workers (39%), manual workers 
and the unemployed (both 36%), the self-employed (35%), 
house persons (27%), and pensioners (21%). 

Á Respondents who never have trouble paying bills are more likely 
(59%) to worry about cyber-attacks  and cybercrime  such 

as theft  or abuse of  personal  data,  ransomware  

(malicious  software)  or phishing  than those who encounter 
financial difficulties most of the time (50%). However, 
respondents who regularly face financial difficulties are more 
likely (30%) to be concerned about the difficulty  of  learning  

new digital  skills  in order  to  take  an active  part  in society  

(e.g. working  or studying  online, online voting)  than those 

who are financially secure (24%).  

Á Respondents who use the internet every day are more likely 
(61%) to worry about cyber-attacks  and cybercrime  such 

as theft  or abuse of  personal  data,  ransomware  

(malicious  software)  or phishing , than those who 
sometimes use the internet (49%), and than those who never 
go online (28%). Respondents who use the internet every day 
are also more likely (49%) to worry about the use of  personal  

data  and information  by companies or public 

administrations  than those who never go online (24%). 
Respondents who go online every day are more likely (38%) to 
be concerned about the difficulty  of  disconnecting  and 

finding  a good online/offline  life  balance than those who 
sometimes go online (27%), and those who never use the 
internet (17%). 
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EU27 56 53 46 41 34 26 23 2

Man 58 50 49 40 35 25 23 2

Woman 54 56 43 42 33 27 24 3

 15-24 61 49 47 38 47 23 28 0

 25-39 61 55 51 41 42 21 26 0

 40-54 60 57 49 41 37 26 24 1

 55 + 50 51 40 42 24 29 20 4

15- 39 54 35 40 22 27 18 7

16-19 54 54 45 41 32 30 22 2

20+ 64 54 51 42 38 22 26 1

Still studying 65 49 49 40 49 20 31 0

Self- employed 59 54 55 39 35 25 24 1

Managers 64 53 48 43 44 21 28 0

Other white collars 61 57 49 39 39 24 26 0

Manual workers 56 54 47 41 36 28 23 1

House persons 45 54 41 39 27 27 21 5

Unemployed 55 59 51 43 36 30 20 1

Retired 48 51 38 41 21 28 19 5

Students 65 49 49 40 49 20 31 0

Most of the time 50 54 47 43 33 30 24 3

From time to time 49 53 43 41 34 30 23 2

Almost never/ Never 59 53 46 41 34 24 24 2

Everyday 61 55 49 42 38 25 25 1

Often/ Sometimes 49 48 42 42 27 34 21 2

Never 28 47 24 32 17 26 16 13

What worries you most about the increased role of digital tools and the internet in our society? (MAX. 4 ANSWERS) 

(% - EU)

Gender

Age

Education (End of)

Socio-professional category

Difficulties paying bills

Use of the Internet 



 

 18  

II RIGHTS IN THE ONLINE ENVIRONMENT



Special Eurobarometer 518  

Digital Rights and Principles  

 

 19  

The second part of this report focuses on the perception of 

participants on the application and protection of rights in the online 

environment. Respondents were asked about their awareness of 

the application of rights in the online environment; whether they 

were aware that rights enjoyed offline are equally applicable in the 

online world.  

 

1. Awareness of the application and 
protection of rights in the online 
environment 

A large number  of EU citizens  surveyed is not aware that 

rights such as the freedom of expression, privacy, or non -

discrimination should also be respected online  

When asked whether, before being interviewed, respondents had 

been aware that the rights that apply offline (such as the freedom 

of expression, privacy, or non-discrimination) should also be 

respected online6, respondents provided the following answers: 

Á Over a third (39%) indicate being unaware that the rights that 
apply offline should also be respected online.  

Á Close to two thirds (60%) of respondents indicate being aware 
of this. Significant differences exist regarding this awareness 
between Member States and according to the socio-graphic 
profiles of respondents. 

A national analysis  indicates that in six EU Member States, more 

than three in four respondents is aware that the rights that apply 

offline should also be respected online, most notably in Finland 

(86%), the Netherlands (85%), and Sweden (84%).  

They were also asked to what extent they think the EU protects 

those rights online, and whether they would want more 

information and, more concretely, deem it useful to know more 

about their rights in the online environment.  

 
6 QB4. Before this interview, were you aware that the rights that apply offline should 
also be respected online? 

 

 

 

 

 

 

 

 

However, more than half of the respondents indicate that they 

were not aware that rights that apply offline should be respected 

online in Bulgaria (64%), Italy (61%), and Romania (58%). In seven 

other EU Member States, more than 40% of respondents were not 

aware. These countries are Austria (47%), Hungaria (46%), 

Slovakia (44%), Poland (43%), Greece (41%), Spain and Croatia 

(40% both). 
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An analysis of the socio -demographic data  shows the 

following: 

Á EU citizens participating in the research aged 15-24 and those 
aged 25-39 are more likely (both 70%) to be aware that 
rights that apply offline should also be respected online than 
those aged 40-54 (65%), and substantially more likely than 
those aged 55 and up (48%). 

Á Respondents who enjoyed a higher education are more likely 
(74%) to be aware that rights that apply offline should also 
be respected online than those who went to school until the 
ages of 16-19 (56%), and those who went to school until the 
age of 15 (30%).  

Á Among different socio-demographic categories, managers 
are most likely (76%) to be aware that the rights that apply 
offline should also be respected online, followed by students 
(72%), the self-employed (70%), other white collar workers 
(67%), manual workers and the unemployed (both 59%), and 
those who are retired (46%). 

Á Social class plays a considerable role. Those who consider 
themselves as belonging to the upper middle class are most 
likely (79%) to be aware that the rights that apply offline 
should also be respected online, followed by 73% of those 
belonging to the upper class, 63% of the middle class, 57% 
of the lower middle class, and close to half (47%) of the 
working class.  

Á Respondents who use the internet every day are more likely 
(68%) to indicate being aware that the rights that apply 
offline should also be respected online, than those who 
sometimes use the internet (43%), and those who never go 
online (18%).  

Á Respondents who think that their life is going in the right 
direction are also more likely (65%) to be aware that the 
rights that apply offline should also be respected online than 
those who think their life is going in the wrong direction 
(45%). 
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EU27 60 39 1

Man 63 35 2

Woman 57 42 1

 15-24 70 29 1

 25-39 70 29 1

 40-54 65 34 1

 55 + 48 49 3

15- 30 66 4

16-19 56 43 1

20+ 74 25 1

Still studying 72 27 1

Self- employed 70 29 1

Managers 76 24 0

Other white collars 67 32 1

Manual workers 59 40 1

House persons 41 57 2

Unemployed 59 40 1

Retired 46 51 3

Students 72 27 1

The working class 47 51 2

The lower middle class 57 42 1

The middle class 63 36 1

The upper middle class 79 20 1

The upper class 73 26 1

Everyday 68 31 1

Often/ Sometimes 43 55 2

Never 18 77 5

Right direction 65 34 1

Wrong direction 45 53 2

Neither 49 48 3

Things in your life are going in ê

Use of the Internet 

Consider belonging to

Before this interview, were you aware that the rights that

apply offline should also be respected online? 

(% - EU)

Gender

Age

Education (End of)

Socio-professional category
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Around half of respondents  think that the EU protects their 

rights in the online environment  well  

Respondents were asked to what extent they think the EU protects 

their rights in the online environment 7.  

Á Almost half (48%) think that the EU protects their rights in the 
online environment well. Close to half (42%) thinks the EU 
protects their online rights fairly well, while only 6% indicate 
thinking the EU protects these rights very well.  

Á Over one in three (37%) think the EU does not protect their 
rights in the online environment well, with over one in four 
(29%) thinking the EU _j`ni½o protect these rights very well, 
and 8% thinking it protects rights in the online environment 
not well at all.  

Á Over one in ten (11%) indicate that they do not know. 

 

At the national level , notable differences exist. In 15 EU Member 

States, more than half of all respondents indicate thinking the EU 

protects their rights in the online environment well. Most likely to 

do so are respondents in Malta and Ireland (both 73%), 

Luxembourg (70%), Poland, Hungary, and Denmark (all 65%). 

Respondents are least likely to think this in France (38%), Greece 

(39%), Spain and Bulgaria (both 40%).   

 
7 QB5. How well do you think that the EU protects your rights in the online 
environment? 

 

 

Respondents are most likely to think that the EU does not protect 

their rights in the online environment well in Greece (47%), Czechia 

(44%), and Italy (42%), and least likely to think this in Malta (14%), 

Lithuania and Portugal (both 21%), and Poland (23%). 

Respondents are most likely to indicate that they do not use the 

internet in Portugal (13%), Lithuania (10%), and Greece (9%). One 

di adq` m`nkji_`ion di =pgb\md\ di_d^\o` oc\o oc`t _ji½o fijr' 

followed by Spain (18%), France and Sweden (both 16%), and 

Estonia, Portugal, and Austria (all 15%).   
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An analysis of the socio -demographic data  shows the 

following: 

Á Respondents aged 25-39 are more likely (58%) to think the 
EU protects their rights in the online environment than those 
aged 15-24 (57%), those aged 40-54 (53%), and 
substantially more likely than those aged 55 and up (38%). 

Á Respondents who are still studying are more likely (59%) to 
think EU protects their rights well in the online environment 
than those who enjoyed a higher education (54%), those who 
went to school until the ages of 16-19 (47%), and those who 
enjoyed a primary education (31%).  

Á Among different socio-demographic categories, managers, 
other white collar workers, and students are most likely (59% 
all) to think the EU protects their rights in the online 
environment well, followed by the self-employed (51%), 
manual workers (50%), the unemployed (43%), and those 
who are retired (34%).  

Á Respondents who never have trouble paying their bills are 
substantially more likely (50%) to think to think the EU 
protects their rights in the online environment well than those 
who encounter financial difficulties most of the time (33%). 

Á Respondents who use the internet every day are more likely 
(53%) to indicate thinking the EU protects their rights in the 
online environment well, than those who sometimes use the 
internet (42%), and those who never go online (20%).  

Á Respondents who have a positive image of the EU are 
substantially more likely (60%) to think to think the EU 
protects their rights in the online environment well than those 
who have a neutral (38%), or a negative view of the EU (23%). 

Á Respondents who think that things in their lives are going in 
the right direction are also more likely (53%) to indicate 
thinking the EU protects their rights in the online environment 
well than those who think things in their lives are going in the 
wrong direction (36%).  
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EU27 48 37 11

 15-24 57 31 12

 25-39 58 35 7

 40-54 53 37 9

 55 + 38 39 14

15- 31 39 15

16-19 47 39 11

20+ 54 35 11

Still studying 59 30 11

Self- employed 51 40 8

Managers 59 34 7

Other white collars 59 32 9

Manual workers 50 40 9

House persons 40 37 15

Unemployed 43 42 13

Retired 34 39 16

Students 59 30 11

Most of the time 33 50 11

From time to time 45 42 9

Almost never/ Never 50 34 12

Everyday 53 37 10

Often/ Sometimes 42 42 15

Never 20 40 15

Positive 60 27 10

Neutral 38 44 13

Negative 23 64 9

Right direction 53 34 11

Wrong direction 36 50 9

Neither 30 39 19

Things in your life are going in ê

Use of the Internet 

Image of EU

How well do you think that the EU protects your rights in

the online environment? 

(% - EU)

Age

Education (End of)

Socio-professional category

Difficulties paying bills
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2.  Need for more information on 
rights in the online environment 

A large majority of respondents  would consider it useful to 

know more about their rights  in the online environment  

Á More than three quarters (76%) of respondents indicate that 
they would find it useful to know more about their rights in the 
online environment. Half of the respondents indicated that they 
would find knowing more about their rights in the online 
environment fairly useful, while over a quarter (26%) consider 
it very useful. 

Á Around one in ten (13%) do not consider it very useful to know 
more about their rights in the online environment, and 5% not 
useful at all.  

Á Two percent indicated that they _ji½o know, and four percent 
indicate not using the internet.  

A national analysis  shows that in eight EU Member States, more 

than eight in ten respondents consider it useful to know more 

about their rights in the online environment, most notably in 

Ireland (87%), Finland (85%), and Belgium, Cyprus, Hungary, and 

Malta (all 84%). Least likely to think this are respondents in 

Romania (65%), Denmark (66%), and Sweden and Austria (both 

72%).    

 

 

In six EU Member States, more than a third of respondents consider 

it very useful to know more about their rights in the online 

environment, most notably in Cyprus (49%), Malta (41%), and 

Bulgaria (40%). Respondents are least likely to consider this very 

useful in Hungary (17%), Poland and Slovakia (20%), and Denmark 

(21%).  
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An analysis of the socio -demographic data  shows the 

following: 

Á Respondents aged 15-24 are more likely (90%) to consider it 
useful to know more about their rights in the online environment 
than those aged 25-39 (86%), those aged 40-54 (83%), and 
substantially more likely than those aged 55 and up (64%). 

Á Respondents who are still studying are more likely (90%) to 
consider it useful to know more about their rights in the online 
environment than those who enjoyed a higher education (84%), 
those who enjoyed a secondary education (76%), and those who 
enjoyed a primary education (50%).   

Á Those who consider themselves as belonging to the upper 
middle class are the most likely (82%) to consider it useful to 
know more about their rights in the online environment, 
followed by 80% of those belonging to the middle class, 75% 
of the lower middle class, 70% of the upper class, and 66% of 
the working class. 

Á Respondents who use the internet every day are more likely 
(86%) to consider it useful to know more about their rights in 
the online environment, than those who sometimes use the 
internet (68%), and than those who never go online (26%). 

Á Respondents who have a positive image of the EU are 
substantially more likely (84%) to consider it useful to know 
more about their rights in the online environment than those 
who have a neutral (69%), or a negative view of the EU (62%).  

Á Respondents who think that their life is going in the right 
direction are also more likely (81%) to consider it useful to know 
more about their rights in the online environment than those 
who think their life is going in the wrong direction (63%).  
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EU27 76 18 2

 15-24 90 9 1

 25-39 86 13 1

 40-54 83 15 1

 55 + 64 26 2

15- 50 33 3

16-19 76 20 1

20+ 84 13 2

Still studying 90 9 1

The working class 66 24 2

The lower middle class 75 20 2

The middle class 80 17 1

The upper middle class 82 17 0

The upper class 70 27 3

Everyday 86 13 1

Often/ Sometimes 68 29 2

Never 26 45 4

Positive 84 13 1

Neutral 69 23 2

Negative 62 32 3

Right direction 81 16 1

Wrong direction 63 30 2

Neither 63 25 2

Things in your life are going in ê

Use of the Internet 

Image of EU

How useful would you find it to know more about your 

rights in the online environment? 

(% - EU)

Consider belonging to

Age

Education (End of)
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III PERCEPTIONS ON THE COMMON 

EUROPEAN VISION TO DIGITAL RIGHTS 

AND PRINCIPLES 
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The third part of this report delves deeper into the perception 

among citizens in the European Union regarding a proposed 

common European vision for a digital decade in the form of a list 

of the main rights, principles and values. Respondents were asked 

to give their opinion on whether or not they deem it useful for the 

European Commission to define and promote such a common 

European vision.  

1. European vision on digital rights 
and principles 

A large majority of respondents  considers it useful for the 

European Commission to define and promote a common 

European vision on digital rights and prin ciples 

Across all respondents:  

Á More than eight in ten (82%) think that it would be useful for 
the European Commission to define and promote a common 
European vision on digital rights and principles8, with more than 
half (51%) considering it fairly useful, and close to one in three 
(31%) deeming this very useful.  

Á Close to one in ten (9%) indicate thinking that this would not be 
very useful, and a small number (4%) thinks that it would not 
be useful at all.  

Á Five percent of respondents indicated that they _ji½o know. 

 

A national analysis  shows that in six EU Member States around 

nine in ten (or more) respondents consider it useful for the 

European Commission to define and promote a common European 

vision on digital rights and principles, chiefly in Ireland (93%), 

Cyprus (91%), Belgium, Luxembourg, and Hungary (all 89%). 

Respondents are least likely to think this way in Romania (71%), 

Latvia and Estonia (both 74%), and Austria (76%). 

 

 

 

 

 

 

 

 

 

 

 

 
8 QB7. How useful do you think it would be for the European Commission to define 
and promote such a common European vision? 

 

 

 

 

 

 

Close to half (48%) of the respondents in Cyprus consider it very 

useful for the European Commission to define and promote a 

common European vision on digital rights and principles, followed 

by the Netherlands and Ireland (both 42%), and Bulgaria (40%). 

Least likely to think this way are respondents in Portugal (17%), 

Estonia (20%), and Romania (21%). More than one in ten 

m`nkji_`ion di_d^\o` oc\o oc`t _ji½o fijr di @nojid\ #,0г$' 

Lithuania (14%) and Bulgaria (12%).  

  

Very useful
ר31

Fairly useful
ר51

Not very useful
ר9

Not at all useful
ר4

Don't know
ר5

The European Commission wants to compile a list of the main rights, principles and 
values that together define the approach of the European Union to digital life.

QB7 How useful do you think it would be for the European Commission to define and 

promote such a common European vision?
(% - EU27)

(Sept.-Oct. 2021)
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An analysis of the socio -demographic data  shows the 

following: 

Á Respondents aged 15-24 are slightly more likely (91%) to 
consider it useful for the European Commission to define and 
promote a common European vision on digital rights and 
principles, than those aged 25-39 (89%), those aged 40-54 
(86%), and substantially more likely than those aged 55 and 
up (73%). 

Á Respondents who are still studying are more likely (93%) to 
consider it useful for the European Commission to define and 
promote a common European vision on digital rights and 
principles, than those who enjoyed a higher education (88%), 
those who enjoyed a secondary education (82%), and those 
who enjoyed a primary education (62%). 

Á Among different socio-demographic categories, students are 
the most likely (93%) to consider it useful for the European 
Commission to define and promote a common European 
vision on digital rights and principles, followed by managers 
and other white collar workers (both 90%), the self-employed 
(86%), manual workers (85%), the unemployed (80%), house 
persons (70%), and pensioners (69%). 

Á Respondents who use the internet every day are more likely 
(88%) to consider it useful for the European Commission to 
define and promote a common European vision on digital 
rights and principles, than those who sometimes use the 
internet (77%), and than those who never go online (46%). 

Á Respondents who have a positive image of the EU are 
substantially more likely (91%) to consider it useful for the 
European Commission to define and promote a common 
European vision on digital rights and principles, than those 
who have a neutral (76%), or a negative view of the EU (61%).  

Á Respondents who think that their life is going in the right 
direction are also more likely (86%) to consider it useful for 
the European Commission to define and promote a common 
European vision on digital rights and principles than those 
who think their life is going in the wrong direction (71%).  
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EU27 82 13 5

 15-24 91 7 2

 25-39 89 9 2

 40-54 86 12 2

 55 + 73 17 10

15- 62 21 17

16-19 82 13 5

20+ 88 9 3

Still studying 93 6 1

Self- employed 86 11 3

Managers 90 9 1

Other white collars 90 9 1

Manual workers 85 12 3

House persons 70 21 9

Unemployed 80 15 5

Retired 69 18 13

Students 93 6 1

Everyday 88 10 2

Often/ Sometimes 77 18 5

Never 46 30 24

Positive 91 6 3

Neutral 76 16 8

Negative 61 33 6

Right direction 86 10 4

Wrong direction 71 23 6

Neither 71 17 12

Things in your life are going in ê

Use of the Internet 

Image of EU

How useful do you think it would be for the European 

Commission to define and promote such a common 

European vision? 

(% - EU)

Age

Education (End of)

Socio-professional category
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2. Importance of the EU set of digital  
principles for the Digital Decade  

A large majority of respondents  considers all s even of the 

following example principles important to include in a list 

of principles that define the European approach to digital 

life (Q8)  

  

Respondents were given a list of example principles, and asked 
which of them they considered to be important to include in a list 
of principles to define a European approach to digital life9. 

Á Across the EU, nine in ten (90%) respondents indicate the 
principle that everyone, including people with disabilities or at 
risk of exclusion, should benefit from easily accessible and 
user-friendly digital public services, with more than half 
(57%) considering this principle very important to inlude in a 
list of principles.   

Á Nine in ten (90%) respondents indicate the principle ¼everyone 
[to] be clearly informed about the terms and conditions that 
apply to their internet connection½' with more than half (56%) 
considering this principle very important to include in a list of 
principles. 

Á Close to nine in ten (89%) respondents indicate the principle 
that everyone needs to be able to access the internet through 
an affordable and high speed connection, with over half 
(53%) considering this principle very important to include in a 
list of principles.  

Á Close to nine in ten (86%) respondents indicate the principle 
that everyone should have secure access to their online health 
records (e.g. medical results and prescriptions) and remain in 
full control of this information with over half (55%) 
considering this principle very important to include in a list of 
principles.  

Á Close to nine in ten (85%) respondents indicate the principle 
that everyone should be able to use a secure and trustworthy 
digital identity that can be used to access a broad range of 
public and private online services, with over half (52%) 
considering this principle very important to inlcude in a list of 
principles.  

Á More than eight in ten (82%) respondents indicate the 
principle that everyone should be able to benefit from digital 
health and care services (e.g. telemedicine), with close to half 
(48%) considering this principle very important to inlcude in 
a list of principles.  

Á Close to eight in ten (77%) respondents indicate the principle 
that data or information should only need to be submitted 
once when interacting with public administrations, with over 
two in five (42%) considering this principle very important to 
include in a list of principles.  

  

 
9 QB8.How important would it be for you to have the following included in a list of 
principles that define the European approach to digital life? 
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A national analysis  shows that in 14 EU Member States, more 
than nine in ten respondents consider it important to include the 
example principle that everyone, including people with 

disabilities or at risk of exclusion, should benefit from 

easily accessible and user -friendly digital public services , 
most notably in Luxembourg, Ireland and Sweden (97% all), 
Cyprus, Finland and the Netherlands (96% all), and Greece and 
Malta (95% both). Least likely to do so are respondents in Romania 
(74%), Slovakia (83%), and Czechia (84%).  

In six EU Member States, more than seven in ten respondents 
consider this principle very important to be included in a list of 
principles. This is for example the case in Ireland (79%), Malta 
(77%), and Sweden (75%). Least likely to do so are respondents in 
Romania (38%), Slovakia (41%), and Czechia (43%).  

 

A national analysis  shows that in 17 EU Member States, at least 
nine in ten respondents consider it important to include the 
example principle that everyone should be clearly informed 

about the terms and conditions that apply to their internet  

connection , most notably in Ireland, and Cyprus (both 96%), 
Greece (95%), Malta, Luxembourg, Slovenia, and Finland (94% all). 
The least likely to think this way are respondents in Romania 
(81%), Austria (82%), and Estonia and Czechia (both 84%).

In five EU Member States, more than two in three respondents 
consider this principle very important to be included in a list of 
principles. This is for example the case in Ireland (78%), Cyprus 
(74%), and Malta (73%). The least likely to think this way are 
respondents in Austria and Romania (both 44%), Slovakia (47%), 
and Czechia, Estonia, and Portugal (all 49%). 
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A national analysis  shows that in 13 EU Member States, at least 
nine in ten respondents consider it important to include the 
example principle that everyone needs to be able to access 

the internet  through an affordable and high speed 

connection , most notably in the Ireland, Malta, and the 
Netherlands (all 95%), Luxembourg, Slovenia, and Finland (all 
94%), and Belgium, Germany, Greece (all 93%). Respondents are 
least likely to mention this in Czechia (76%), Romania (79%), and 
Bulgaria, Slovakia and Poland (84% all). 

 

In four EU Member States, more than two in three respondents 
consider this principle very important to be included in a list of 
principles. This for example the case in Ireland (80%), Malta (74%), 
and Slovenia (70%). Respondents are least likely to think this way 
in Czechia (35%), Portugal (37%), and Slovakia (39%). 

A national analysis  shows that in eleven EU Member States, at 
least nine in ten respondents consider it important to include the 
example principle that everyone should have secure access to 

their online health records (e.g. medical results and 

prescriptions)  and remain in full control of this information , 
most notably in Finland (98%), Ireland, Malta and Cyprus (all 94%), 
and Denmark, Greece, and Slovenia (all 93%). The respondents 
least likely to mention this are from Romania (75%), Spain (79%), 
and Austria (81%). 

In 21 EU Member States, more than half of all respondents 
consider this principle very important to be included in a list of 
principles. This is for example the case in Cyprus (76%), Malta and 
Ireland (both 75%), and Finland (73%). Less than half of all 
respondents think this way in Romania (42%), Slovakia (44%), and 
Poland (47%). In Romania, more than one in ten (11%) 
m`nkji_`ion di_d^\o` oc\o oc`t _ji½o fijr) 
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A national analysis  shows that in eight EU Member States, at 
least nine in ten respondents consider it important to include the 
example principle that everyone should be able to use a secure 

and trustworthy digital identity that can be used to access 

a broad range of public and private online services , most 
notably in Finland (96%), Malta, Cyprus, and Ireland (all 94%), and 
Slovenia and Denmark (both 93%), and Sweden (92%). The least 
likely to mention this are respondents in Romania (72%), Austria 
(79%), and Czechia, Spain, France, and Slovakia (83% all).  

In 21 EU Member States, more than half of the respondents 
consider this principle very important to be included in a list of 
principles. This is for example the case in Ireland (76%), Cyprus 
(75%), Malta (72%). Respondents are least likely to think this way 
in Romania (39%), Slovakia (40%), and Poland and Austria (both 
46%). In Romania, more than one in ten (11%) respondents 
di_d^\o` oc\o oc`t _ji½o fijr) 

 

A national analysis  shows that in five EU Member States, at least 
nine in ten respondents consider it important to include the 
example principle that everyone should be able to benefit 

from digital health and care services (e.g . telemedicine) , 
most notably in Malta and Ireland (both 94%), Greece (93%), 
Cyprus (92%), and Portugal (90%). Least likely to mention this are 
respondents in Romania (71%), Sweden (76%), and France and 
Austria (both 77%). 

In 12 EU Member States, more than half of the respondents 
consider this principle very important to be included in a list of 
principles. This is for example the case in Malta (76%), Cyprus 
(75%), and Ireland (73%). Least likely to consider this as very 
important are respondents in Czechia (36%), Romania (38%), and 
Slovakia (39%). In Romania, one in ten (10%) respondents indicate 
oc\o oc`t _ji½o fijr) 
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A national analysis  shows that in 13 EU Member States, at least 
eight in ten respondents consider it important to include the 
example principle that data or information should only need 

to be submitted once when interacting with public 

administrations , most notably in Finland (93%), Ireland (92%), 
and Malta (90%). The least likely to mention this are respondents 
in Sweden (64%), Estonia (67%), and Romania, the Netherlands 
and Austria (both 69%).

In nine EU Member States, more than half of the respondents 
consider this principle very important to be included in a list of 
principles. This is for example the case in Ireland (71%), Malta 
(64%), and Cyprus and Slovenia (both 62%). The least likely to 
consider this as very important are respondents in Sweden (27%), 
Romania, Austria and Estonia (36% all), and Denmark and the 
Netherlands (both 37%). In nine countries, one in ten or more 
m`nkji_`ion di_d^\o` oc\o oc`t _ji½o fijr' i\h`gt di @nojid\ 
(14%), Bulgaria, Romania, and Spain (12% all), and Slovakia and 
Portugal (both 11%). 

 

An analysis of the socio-demographic data  shows the 

following: 

Á Little variation can be found regarding support for inclusion 
of the proposed example principles to define the European 
approach to digital life among the three youngest aged 
groups, with substantially less support among those aged 55 
and up. For instance, respondents aged 40-54 are the most 
likely (95%) to consider as important for inclusion in a list of 
digital principles that everyone, including  people with  

disabilities  or at  risk  of  exclusion, should benefit  from  

easily  accessible and user-friendly  digital  public 

services , followed by those aged 15-24 (94%), those aged 
25-39 (93%), and those aged 55 and up (86%). Respondents 
aged 40-54 are slightly more likely (82%) to mention the 
principle that data  or information  should only need to  be 

submitted  once when interacting  with  public 

administrations  than those aged 25-39 (81%), those aged 
15-24 (80%), and substantially more than those aged 55 and 
up (73%). 

Á Overall, respondents who enjoyed a higher education are 
more likely to support including each of the examples in a list 
of principles to define the European approach to digital life, 
than those who enjoyed less education. For instance, those 
who enjoyed a higher education are more likely (93%) to 
mention the example principle that everyone should be 

clearly  informed  about  the terms  and conditions  that  

apply to  their  internet  connection , than those who 

enjoyed a primary education (79%). 

Á Differences among socio-professional categories are limited. 
Overall, managers, students, the self-employed, manual 
workers, and the unemployed are more likely to support the 
inclusion of the proposed principles in a European approach 
to digital life, than house persons and pensioners. For 
instance, students are most likely (93%) to mention the 
principle that everyone should be able to  use a secure 

and trustworthy  digital  identity  that  can be used to 

access a broad range of  public  and private  online 

services , followed by managers (91%), other white collar 
workers (90%), the self-employed (89%), the unemployed 
(88%), manual workers (86%), house persons (79%), and 
those who are retired (75%).  

Á Respondents who never have trouble paying bills are slightly 
more likely (87%) to mention the principle that everyone 

should be able to  use a secure and trustworthy  digital  

identity  that  can be used to  access a broad range of  

public  and private  online services  than those who have 
financial difficulties most of the time (78%). This pattern is 
repeated for all of the seven example principles. 
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EU27 90 90 89 86 85 82 77

Man 91 90 89 87 86 83 79

Woman 90 90 89 85 84 81 76

 15-24 94 94 95 93 92 89 80

 25-39 93 92 94 91 89 87 81

 40-54 95 93 93 89 90 85 82

 55 + 86 85 83 80 78 75 73

15- 79 79 76 73 69 71 68

16-19 90 91 89 87 86 83 79

20+ 95 93 94 90 90 85 79

Still studying 95 95 96 92 93 88 81

Self- employed 94 93 95 89 89 87 81

Managers 95 93 95 91 91 85 81

Other white collars 94 93 93 92 90 87 80

Manual workers 92 92 91 87 86 84 81

House persons 86 85 83 82 79 76 73

Unemployed 93 92 91 91 88 86 80

Retired 84 83 80 78 75 73 71

Students 95 95 96 92 93 88 81

Most of the time 87 86 85 83 78 77 75

From time to time 88 89 86 84 83 82 77

Almost never/ Never 92 91 91 88 87 82 78

How important would it be for you to have the following included in a list of principles that define the European approach to 

digital life? 

(% Total 'Important'- EU) 

Socio-professional category

Difficulties paying bills

Gender

Age

Education (End of)
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A large majority of respondents  considers all nine of the 

following example principles important to include in a list 

of principles that define the European approach to digital 

life . 

Respondents were given an additional list of example principles, 
and asked which of them they considered to be important to 
include in a list of principles that define the European approach to 
digital life10.  

Á Across the EU, more than nine in ten (93%) respondents 
indicate as important the principle that children  should be 

protected  in the online environment , with close to three 
quarters (73%) of respondents considering this principle very 
important for inclusion in a list of principles. 

Á More than nine in ten (91%) respondents indicate the principle 
that the confidentiality  of  communications  such as 

telephone  calls  or text  messages should be protected  
as important, with close to two thirds (64%) of Respondents 
considering this principle very important for inclusion in a list 
of principles. 

Á Nine in ten (90%) respondents indicate the principle about a 

safe  and trusted  online environment  where people are 

protected  from  cybercrime  and illegal  content  and 

goods as important, with close to two thirds (61%) of 
Respondents considering this principle very important for 
inclusion in a list of principles. 

Á Close to nine in ten (87%) respondents indicate as important 
the principle that digital  products  e.g. mobile  phones and 

services e.g. storing  data  and information  online should 

be produced and used so as to  limit  their  harmful  

impact  on the environment , with over half (52%) 
considering this principle very important for inclusion in a list 
of principles.  

Á Close to nine in ten (87%) respondents indicate the principle 
that Europeans should be protected  against  the risky  or 

unethical  application  of  digital  technologies  including  

Artificial  Intelligence  as important, with more than half 
(54%) of respondents considering this principle very 
important for inclusion in a list of principles.  

Á Close to nine in ten (87%) respondents indicate the principle 
that understanding  of  digital  technologies  should be 

promoted  as important, with close to half (45%) considering 
this principle very important for inclusion in a list of principles.  

Á Close to nine in ten (87%) respondents indicate the principle 
that digital  technologies  should help to  address climate  

change challenges e.g. weather  monitoring,  disaster  

alert  systems or traffic  management  as important, with 
more than half (51%) considering this principle very 
important for inclusion in a list of principles.  

Á Close to nine in ten (86%) respondents indicate the principle 
that information  on the impact  that  digital  products  

and services have on the environment  should be easy 

to  obtain  as important, with close to half (47%) considering 
this principle very important for inclusion in a list of 
principles.Around eight in ten (84%) respondents indicate the 
principle that everyone should be able to  balance the 

time  spent using digital  technologies  in a remote  

working  and learning  environment  as important, with 
close to half (44%) considering this principle as very 
important for inclusion in a list of principles.  

  

 
10 QB9. How important would it be for you to have the following included in a list of 
principles that define the European approach to digital life? 



Special Eurobarometer 518  

Digital Rights and Principles  

 

 35  

A national analysis  shows that in 11 EU Member States, at least 
95% of respondents consider it important to include the example 
principle that children should be protected in the online 

environment . In Greece and Ireland, almost all (98%) respondents 
mention this, followed by Sweden, Luxembourg, and Cyprus (97% 
all), and Slovenia, Germany, the Netherlands, Finland, and Malta 
(96% all). Least likely to mention this are respondents in Romania 
(82%), Poland (85%), and Estonia (89%). 

In nine EU Member States, more than eight in ten respondents 
consider this principle very important to be included in a list of 
digital principles. This is for example the case Ireland (88%), 
Greece (87%), and Cyprus, Luxembourg, and Sweden (85% all). 
Least likely to do so are respondents in Romania (51%), Poland 
(55%), and Slovakia (58%).   

   

A national analysis  shows that in 20 EU Member States, more 
than nine in ten respondents consider it important to include the 
principle that the confidentiality of communications such as 

telephone calls or text messages should be protected . In 
Finland, almost all respondents (99%) mention this, followed by 
Luxembourg, Ireland and Greece (97% all), and Cyprus (96%). The 
least likely to mention this are respondents in Romania (77%), 
Poland (86%), and Austria, and Estonia (both 87%).  

In 17 EU Member States, more than two thirds of respondents 
consider this principle very important to be included in a list of 
digital principles. This is for example the case for Ireland (82%), 
Cyprus (80%), and Finland (79%). Less than half (46%) of the 
respondents in Romania think the same way, followed by just over 
half (51%) of the respondents in Poland, and 52% in Slovakia. 
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A national analysis  shows that in nine EU Member States, 95% 
(or more) of respondents consider it important to include the 
principle about a safe and trusted online environment where 

people are prote cted from cybercrime and illegal content 

and goods. Respondents are most likely to think this way in 
Ireland, the Netherlands and Sweden (97% all), Luxembourg and 
Finland (both 96%), and Slovenia, Greece, Germany, and Belgium 
(95% all). Least likely to mention this are respondents in Romania 
(76%), Poland (84%), and Austria (86%). 

In 13 EU Member States, more than two thirds consider this 
principle very important to be included in a list of digital principles. 
This is for example the case in Sweden (84%), Ireland (82%), and 
the Netherlands (79%). The respondents least likely to do so are 
from Romania (43%), Poland (46%), and Slovakia (48%). 

 

 

 

A national analysis  shows that in nine EU Member States, more 
than nine in ten respondents consider it important to include the 
principle that digital products and services should be 

produced and used so as to limite their harmful impact on 

the environment . The respondents most likely to think this way 
are from Ireland (95%), Sweden, Cyprus, Slovenia (94% all), and 
Greece (92%). The least likely to mention this are respondents in 
Romania (74%), Estonia (78%), and Latvia and Finland (both 83%). 

In seven EU Member States, two thirds (or more) consider this 
principle very important to be included in a list of digital principles. 
This is for example the case in Cyprus and Ireland (both 72%), 
Slovenia (69%), Bulgaria, Greece, Malta and Sweden (66% all). 
Least likely to think this way are respondents in Finland (39%), 
Estonia and Romania (both 40%), and Poland (43%). Around one 
in ten respondents in Estonia (11%) and Romania (10%) indicate 
oc\o oc`t _ji½o fijr) 
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A national analysis  shows that in 11 EU Member States, at least 
nine in ten respondents consider it important to include the 
principle that Europeans should be protected against the 

risky or unethical application of digital technologies . 
Respondents are most likely to think this way in Ireland (95%), 
Luxembourg (94%), and Malta, Greece, and Slovenia (93% all). The 
least likely to mention this are respondents in Romania (76%), 
Estonia (80%), and Austria and Poland (both 85%). 

 

In 21 EU Member States, half (or more) consider this principle very 
important to be included in a list of digital principles. This is for 
example the case in Ireland (76%), Cyprus (72%), and Malta (71%). 
The least likely to think this way are respondents in Romania 
(41%), Finland (43%), and Portugal and Poland (both 45%). Around 
one in ten respondents in Estonia (11%) and Romania (10%) 
di_d^\o` oc\o oc`t _ji½o fijr) 

At the national level , an analysis indicates that in eight EU 
Member States, nine in ten (or more) respondents consider it 
important to include the principle that understanding of digital 

technologies should be promoted . Respondents are most likely 
to think this way in Ireland (95%), Finland (94%), and Cyprus 
(92%). The least likely to mention this are respondents in Romania 
(76%), Estonia and Austria (both 82%), and Poland (83%). 

In nine EU Member States, at least half of respondents consider 
this principle very important to be included in a list of digital 
principles. This is for example the case in Ireland (70%), Cyprus 
(68%), and Malta (64%). The least likely to think this way are 
respondents in Poland and the Netherlands (both 38%), and 
Romania (39%). 
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At the national level , an analysis indicates that in 12 EU Member 
States, nine in ten (or more) respondents consider it important to 
include the principle that digital technologies should help 

address climate changes challenges . Respondents are most 
likely to think this way in Sweden and Ireland (both 94%), Malta 
and Cyprus (both 93%), Greece (92%). Least likely to mention this 
are respondents in Romania (73%), Estonia (75%), and Latvia and 
France (both 83%).  

In 14 EU Member States, half (or more) consider this principle very 
important to be included in a list of digital principles. This is for 
example the case in Ireland (74%), Malta and Cyprus (both 68%), 
and Sweden (66%). Least likely to think that this way are 
respondents in Romania (37%), Estonia (40%), and Austria and 
Italy (both 43%). Around one in ten respondents in Estonia (12%) 
\i_ Mjh\id\ #,+г$ di_d^\o` oc\o oc`t _ji½o fijr) 

A national level  analysis  shows that in four EU Member States, 
at least nine in ten respondents consider it important to include the 
principle that everyone should be able to balance the time 

spent using digital technologies in a remote working and 

learning environment . Respondents are most likely to think this 
way in Ireland (95%), and Malta and Cyprus (both 93%), and 
Hungary (90%). The least likely to think this way are respondents 
in Romania (73%), Sweden (75%), and Estonia (76%). 

In nine EU Member States, half (or more) consider this principle 
very important to be included in a list of digital principles. This is 
for example the case in Ireland (75%), Malta (70%), and Cyprus 
(69%). Least likely to think this way are respondents in Sweden 
(31%), Finland (34%), and Denmark (35%). Around one in ten 
respondents in Estonia (13%) and Romania (10%) indicate that 
oc`t _ji½o fijr) 
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A national level  analysis  shows that in seven EU Member States, 
at least nine in ten respondents consider it important to include the 
principle that information on the impact that digital products 

and services have on the environment should be easy to 

obtain . Respondents are most likely to think this principle is 
important in Ireland (95%), Slovenia (94%), and Luxembourg and 
Cyprus (both 93%). Least likely to mention this are respondents in 
Estonia (74%), Romania (75%), and Finland (77%).  

In eight EU Member States, half (or more) consider this principle 
very important to be included in a list of digital principles. This is 
for example the case in Ireland (72%), Cyprus (69%), and Slovenia 
(66%). Least likely to think this way are respondents in Finland 
(29%), Czechia (35%), and Estonia (37%). Around one in ten 
m`nkji_`ion di @nojid\ #,-г$ di_d^\o` oc\o oc`t _ji½o fijr) 

   
















