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EU citizensre increasinglysingdigital t ools and the internet

to work, learn socialise to interact with administrations or
companies,and to access services such as health and culture.
Access tathe internet and the use of digitaltoolsis no longer a
novelty. For citizens, companies, organisations, and
governments ii oj _\ t Wey haje betome essential .
The COVIELY crisis has accelerated this trend. The creation of a
strongand shared visioffor a digitaleconomyand societyis more
important than ever.

The publication by the European Commission in March 202hef
ziggohc][ncih ih nb_ »>cacn]f
for the Digital Decade % pogdi "n oc”~ bj\g |j
centred sustainable and more prosperous digital future for Europe
by 2+ . + %) con®@rwnication announced a proposal for a
declaration ondigital principles todefine a European way for

the digital transition , launchng a broad consultation and
engagement exercigeon a set of digital principles

The overall aim of a declaration on digital principles would be to
promote avalues-based European digital landscape to help
nurture more democratic and inclusive societiesisuing a level
playing field for all EU citizes to access andeverage the full
potential of an incr easingly digital world

The aim of thee consultations, and this Eurobaromet&ras to
gain the perspectives of EU citizens to help formulate the
proposed European digital principles .

1 Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions 2030

Digital Compass: the European way for the Digital Decade, COM/2021/118 final/2, 9.
3.2021

a

The first part of this report focuses on thegerception among EU
citizens of the role that digital tools and the internet  will

play in their lives , and thér expeced impact in the future. For
example, respondents were asked how important they expect
digital tools and theinternet will be in their lives by 2030and
whether or not thg expect digital tools and thénternetto bring
them more advantages than disadvaages. Respondents were
also asked to indicate what worries them about the increasel®

of digital tools and theinternetin our society.

Thesecondpart of the reportfocuses onthe awareness of EU
e BB Chtore by oipthdedd erasket

liine, envir 8 : B - rel/fgncrﬁ y; pondenits wereaske
whetheror notthey are aware tiPat rights such as the freedom of
expression, privacy, or nediscrimination should be speded
onlineas well as offline Respondentsvere also askedo indicate
how well they think that the EU protects their rights in the online
enviroorment, andto indicatewhether a not theyconsider it useful
to know more about their rightg the online environment

The third part of this report exploresthe perception among
respondents regarding a common European vision to digital
rights and princi ples. Respondents were askeditwdicateif they
would find it usefu for the European Commission to define and
promotesucha common European visioifhey were alsasked to
assess a selection ofexamples of principles that could be
considered for inclusin in a declarationto define a European
approachfor the digital decade

2 Next to this Eurobarometethis consultation exercise consisted of a public
consultation, dedicated workshops with civil society, targeted interviews, and a
consultation with children and their educators.
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This survey was carried out by the Kantar network in the 27 EU Note:In this report, Member States are referred to by their official
Member States betweethe 16" of Septemberand 15" of October abbreviation, as listed below:
2021. Some 2630 respondents from different social and

. . . . . . Belgium BE Lithuania LT
demographic groups were interviewed in their mother tongue. This .
. . Bulgaria BG Luxembourg LU
survey was commissioned by the European Commission, i
Directorate General foCommunications Networks, Content and Czechia CZ  Hungary HU
TechnologyDGONECT in the frameworkof the Communication Denmark DK  Malta MT
ji oc> w?2dbdolg >jhk\nn5 oc. @p mpekmanyi rREt Ngthesgngsc ~ 2dbdolh g 2?2 ~\
Estonia EE Austria AT
The methodology used is th\at_of\Eurobaromete.r surveys os carrieq Ireland IE Poland PL
out .for. the DirectorateB ~ i m\. g a j. m >j hhpid Greece EL Portugal PT
monitoring and Eurobarometes  P.iHdwewer,in order to run : :
' . L Spain ES Romania RO
fieldwork during the COVID pandemic, it was necessary to change )
the methodology in some countries (total or partial online Franc.e =) Sloven.la =l
interviews in some countriesp technical note on the way the Croatia HR  Slovakia SK
interviews were conducted by the institutesithin the Kantar Italy IT  Finland FI
network is annexed to this report. Also included are the interview Republic of  CY* Sweden SE
methods and confidence intervals. Cyprus*
Latvia LV

European Union - weighted average for the
27 Member States of the European Union EU27

* Cyprus as a whole is one of the 27 European Union Member
NolVo n) Cjr NgjmhpiocpoPdml pda\n ]
in the part of the country which is not controlled by the government

of the Republic of Cyprus. For practical reasons, only the interviews
carried out in the part of the country controlled by the government
ofthe Republig a >t kmpn \m> di ~gp_" _ di
the EU27 average.

We would like to thank all respondents in Europe who took
the time to take part in this survey.

Without their active participation, this survey would not
have been possible.
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EU citizens feel that digital tools and the internet will be
important in their lives, and  close to half of them feel

that they will bring them more  advantages than
disadvantages .

A

Aroundeightin ten of the surveyedEUcitizens(81%)feel that
digital tools andthe internetwill be importantin their lives by
2030. Thisfeelingis considerablyhigheramongyoungpeople
(e.9.96% of those surveyedaged15-24 feel this way).

Two out of five respondents(41%) expectthat the use of

digital toolsandthe internetwill bringthem moreadvantages
than disadvantagesand a similar number (43%) expectas

many advantagesas disadvantagesOnlya small proportion
(12%) expectmore disadvantageshan advantages.

However, EU citizens indicate that they are worried about

some challenges related to the i ncreasing role of digital
tools and the internet in our society.

A

Forexamplealargenumberof respondentsndicatethat they

are worried about cyberattacks and cybercrime(56%), the

safety and well-being of childrenin the online environment
(53%), and the use of personaldata and information by
companiesor publicadministrations(46%).

Nextto this, severalrespondentsalso indicate beingworried
about the difficulty some people have accessingthe online
world (41%), finding a goodonline/offlinelife balance(34%),
learningnewdigital skills (26%),or the environmentaimpact
of digital productsand services(23%).

Furthermore, a large number of EU citizens is not aware
that rights such as the freedom of expression, privacy, or
non-discrimination should also be respected online

A

Over a third of respondents(39%) indicate being unaware
that the rights that apply offline should also be respected
online. In some EU countries, more than half of the
respondentghinkthis way,whileolderpersonsare lessaware
of this (e.9.49% of those surveyedin the age group55+).

Aroundhalf of the EUcitizenssurveyed(48%) think that the
EUprotectstheirrightsin the onlineenvironmentwell but over
onein four (29%) think the EUdoes not protect their online
rights very well, while 8% of the respondentghinkit protects
their onlinerights not well at all.

A

A large majority of EUrespondents would find it useful to
know more about their rights in the online environment ,
and for the European Commission to define and promote a
common European vision on digital rights and  principles.

More than three quarters (76%) of respondentsindicate that
they wouldfind it usefulto knowmore abouttheir rightsin the
online environment.Thisnumberis even higher among young
people(e.g.90% of those surveyed aged15-24).

Nextto this, a large majority of respondenty82%) considerit
useful for the EuropeanCommissiorto define and promote a
commonEuropearvisionon digital rights and principles Onlya
small numberindicatethat this would not be very useful (9%),
or not useful at all (4%).

When asked about the importance of some specific example

principles, a large majority of EU citizens considered all the
mentioned principles as important to be included in a list of
digital principles.

Morespecifially, respondentsonsiderhavingprincipleson the
protection of children in the online environment, on the
confidentiality of communicationsand on a safe and trusted
online environment where people are protected from
cybercrimeandillegal contentand goodsas the mostimportant
to beincludedin a list of digital principles.

The other examples principles in this Eurobarometeralso
receivedconsiderablesupportfrom the respondentsbut there
are some notable differences between Member States and
accordng to the socicdemographigrofile of respondents.
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Ocdn admno “cl\ko™ m “s\hdi n
digital tools and theinternet It explores the extent to which
respondents expect these digital tools and tirernet to impact
their lives by the end of this decade (yea2030). In addition,

respondents were asked whether or not they view this impact, and

more specifically their use of digital tools and thieternet, as a net
positive, bringing them on the whole more advantages or
disadvantages.

1. Importance of digital tools and the
internet by 2030

A large majority of respondents feel that digital tools and
the internet will be important in their lives by 2030

When asked to what extent they think that digital tools and the
internet will be important in their lives by 203% respondents
provided the following answers:

A Morethan eightin ten European$81%)indicatethinkingthat
digital tools and the internet will be important in their
lives by 2030, with closeto half (45%)thinkingthey will be
very important, and over a third (36%) that they will be
somewhatimportart.

A Closeto one in five (17%) respondentsexpectdigital tools
and the internet not to be very important in their lives by
2030, with 7% thinkingthat they will not be importantat all.

A country analysis reveals that in seven EU Member States, more
than nine in ten respondents indicate thinking that digital tools and
the internet will be important in their lives by 2030, with the
highest percentagesrecorded in Finland (95%), the Nethertis

(95%), and Sweden (94%), and the lowest in Romania (61%),

Austria (72%), and Bulgaria (74%)

@pmj k> Vin% qgd rn ji oc’

apopm’

QB1 How important do you think digital tools and the internet will be in your life by
20307
(% - EU27)

Don't know
2

Not at all
Not very

important
7
important

L S—
10

Very important
45

Fairly importan&

36

(Sept.-Oct. 2021)

Similarily, in the Netherlands (76%), Sweden (75%), and Denmark
(74%) more than six in ten respondents expect digital tools and
the internetto be very importat by 2030. While espondents are
least likely to feel this way in Romania (21%), Poland and Portugal
(both 29%), and Hungary and Italy (both 32%).

QB1 How important do you think digital tools and the internet will be in your life by 20307

NL FI SE DK 1IE

M Very important M Fairly important

3 QB1. How important do you think digital tools and timernetinternetwill be in
your life by 2030?
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An analysis of the socio-demographic data shows the following

A
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Men are more likely (84%) to think digital tools and the
internetwill be importantin their lives than women(79%).

Respondentsaaged 15-24 are slightly more likely (96%) to
think this way than those aged 25-39 (94%),those aged40-
54 (89%),and substantiallymore than thoseaged55 and up
(66%0).

Respondentsvith a highereducationare morelikely (92%)to
think digital tools and the internet will be importantin their
lives than those who finished a secondry education
(schooleduntil 16 to 19 yearsof age) (79%),and those who
wentto schooluntil the age of 15 (53%).

Amongdifferent sociocdemographiccategoriesstudentsare
most likely (97%)to think digital tools andthe internetwill be
important in their lives, followed by managers(94%), other
white collarworkers(93%),the self-employed(91%),manual
workers (86%), and the unemployed(85%), whereasthose
who are retired are lesslikely to say this (59%).

Social class plays a substantial role. 91% of those who
considerthemselvesas belongingto the upper middle class
are likely to think that digital tools and the internet will be
importantin their lives, followed by 88% of those belonging
to the upperclass,86% of the middle class,78% of the lower
middle class,and 69% of the workingclass.

Notunexpectedlyrespondentsvhousethe interneteveryday
aremorelikely (92%)to indicatethinkingdigital tools andthe
internet will be important in their lives, than those who
sometimesusethe internet(64%),andthan thosewho never
go online(30%).

Respondentswho have a positive image of the EU are
substantiallymore likely (88%) to think digital tools and the
internetwill be importantin their lives than thosewho hold a
negativeview of the EU(68%).

Respondents/hothinkthat thingsin their life are goingin the
right directionare also more likely (86%) to think that digital
tools and the internet will be important in their lives than
those who think things in their life are going in the wrong
direction(69%).

QB1 How important do you think digital tools and the internet
will be in your life by 20307?
(% - EV)
- 2
8 £ 2
2 g g
= 5 =
s z 8
£ E
}—
EU27 81 17 2
Man 84 15 1
Woman 79 19 2
15-24 96 4 0
25-39 94 6 0
40-54 89 10 1
55 + 66 31 3
15- 53 41 6
16-19 79 19 2
20+ 92 7 1
Still studying 97 3 0
Self- employed 91 8 1
Managers 94 6 0
Other white collars 93 6 1
Manual workers 86 13 1
House persons 70 27 3
Unemployed 85 14 1
Retired 59 37 4
Students 97 3 0
The working class 69 28 3
The lower middle class 78 20 2
The middle class 86 13 1
The upper middle class 91 8 1
The upper class 88 12 0
Everyday 92 7 1
Often/ Sometimes 64 34 2
Never 30 62 8
Positive 88 11 1
Neutral 75 23 2
Negative 68 30 2
Right direction 86 13 1
Wrong direction 69 29 2

Neither 69 28 3
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2. Impact of digital tools and the
internet on @p mj k livesiimthie
future

Close to half of EU citizens surveyed feel that in 2030 the
use of digital tools and the internet will bring them more
advantages than disadvantages.

When asked to imagine their lives in 2030, and whether the use of
digital tools and theinternetwill bring them more advantages than
disadvantage$ respondents provided the following answers:

A Twoout of five (41%)Europeangxpectthat the useof digital
tools and the internetwill bring them more advantagesthan
disadvantages.

A Aslightly higher proportion (43%) of respondentsexpectas
many advantagesas disadvantages.

A Overonein ten (12%) expectthat usingdigital tools and the
internetwill bringthem more disadvantageshan advantages.

Qountry-specific results reveal some interesting patterns. In ten
countries, more than half of the respondents expect the use of
digital tools and theinternetto bringthem more advantages than

disadvantages, most notably in Finland (67%), Denmark (63%),

and Sweden (62%). Respagrts are least likely to think this way
in Romania (25%), Greece (28%), and France (29%).

QB2 When you imagine your life in 2030, do you think the use of digital tools and the
internet will bring you more advantages or disadvantages?
(% - EU27)

Don't know
More disadvantages 4
than advantages
12

More advantages
than disadvantages
41

(Sept.-Oct. 2021)

In some countriessome respondents think that the use of digital
tools and the internet carries more disadvantages than
advantagesThis is most notably thease in Greece (22%), Austria
(20%), and France (18%), with respondents in Finland (2%), Ireland
(5%), and Malta (6%) least likely to think this waWore than one

di o i #,/r$ ja m nkji_"ion di
know.
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An analysis of the socio -demographic data shows the
following:

A Men are more likely (45%) than women (37%) to think the
use of digital tools and the internet will bring them more
advantagesthan disadvantages.

A Respondentsaged 15-24 are more likely (57%) to expect
digital tools and the internetto bringthem more advantages
than disadvantagesthan those aged 25-39 (50%), those
aged40-54 (44%),and substantialy more than those aged
55 and up (30%).

A Respondentsvho are still studyingare more likely (61%) to
think that the use of digital tools and the internet will bring
them moreadvantagesthan disadvantage than thosewith a
higher education(51%), those who finished their education
aged16 to 19 (36%),and thosewho wentto schooluntil the
ageof 15 (21%).

A Amongdifferent sociodemographiccategories studentsare
mostlikely (61%)to think that the use of digital tools andthe
internetwill bringthem moreadvantageshandisadvantages,
followed by managers (56%), other white collar workers
(47%),the self-employed(46%), manual workers(38%), the
unemployed37%),and thosewho are retired (27%).

A Respondentsvho use the internet every day are more likely
(48%)to indicatethinkingthat the useof digital tools andthe
internetwill bringthem moreadvantageshandisadvantages,
than those who sometimesuse the internet (21%),and than
thosewho nevergo online (9%).

A Respndents who have a positive image of the EU are
substantiallymore likely (53%) to think this way than those
who hold a negativeview of the EU(23%).

A Respondentsvhothink their life is goingin the right direction
arealsomorelikely (47%)to thinkthat the useof digital tools
and the internet will bring them more advantages than
disadvantagesthan those who think their life is goingin the
wrongdirection(21%).

QB2 When you imagine your life in 2030,do you think the use of digital tools
and the internet will bring you more advantages or disadvantages?

(% - EV)

1] g 1]

b= < <

g S :

s g g z

g £ £ 5

@ % k]

e € o

= 2 =
EU27 41 43 12 4
BT Gender
Man 45 41 10 4
Woman 37 45 13 5
15-24 57 37 5 1
25-39 50 42 7 1
40-54 44 45 10 1
55 + 30 45 16 9
15- 21 41 23 15
16-19 36 49 12 3
20+ 51 40 7 2
Still studying 61 34 5 0
Self- employed 46 42 11 1
Managers 56 37 6 1
Other white collars a7 45 6 2
Manual workers 38 49 11 2
House persons 28 50 14 8
Unemployed 37 47 12 4
Retired 27 43 19 11
Students 61 34 5 0
Most of the time 28 43 23 6
From time to time 31 51 14 4
Almost never/ Never 46 41 9 4
The working class 31 46 15 8
The lower middle class 35 45 16 4
The middle class 44 44 9 3
The upper middle class 56 37 6 1
The upper class 56 29 14 1
Everyday 48 43 8 1
Often/ Sometimes 21 56 20 3
Never 9 41 30 20

Image of EU
Positive 53 38 6 3
Neutral 28 51 15 6
Negative 23 46 27 4
Things in your |ife are going in &

Right direction 47 41 9 3
Wrong direction 21 54 20 5

Neither 26 45 18 11
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More than half of EU citizens indicate  worrying about
cyber-attacks and cybercrime suc h as theft or abuse of
personal data, ransomware (malicious software) or
phishing, as well as the safety and well -being of children

Respondentwere askedto selectfour aspectsof what worries
themmostaboutthe increasedole of digital toolsandthe internet
in their society,from a list of sever?. Theyprovided the following
answers:

Across the Eltyber-attacks and cybercrime such as theft or
abuse of personal data, ransomware (malicious software)

or phishing arethe top most frequentlyindicatedby respondents.

More than half (56%) othe respondentsndicatethis. Thesafety
and well -being of children is indicated almost as frequently
(53%), followed by theuse of personal data and information

by companies or public administrations (46%), and the
difficulty some people have accessing the online world  (e.qg.
persons with disabilities, elderly people, those living ieas with
little or nointernetaccess) (41%).

Overone in three (3%) indicatethe difficulty of disconnecting
and finding a good online/offline life balance , with overone
in four (26%) indicating worrying abodibe difficulty of learning
new digital skills in order to take an active part in society
(e.g. working or studying online, online voting)

Around one in five (23%) worry about tr@vironmental impact
of digital products and services

QB3 What worries you most about the increased role of digital tools and the internet in our society? (MAX. 4 ANSWERS)

(% - EU27)

CYBER-ATTACKS AND CYBERCRIME SUCH AS THEFT OR
ABUSE OF PERSONAL DATA, RANSOMWARE
(MALICIOUS SOFTWARE) OR PHISHING

THE SAFETY AND WELL-BEING OF CHILDREN

USE OF PERSONAL DATA AND INFORMATION BY
COMPANIES OR PUBLIC ADMINISTRATIONS

THE DIFFICULTY SOME PEOPLE HAVE ACCESSING THE ONLINE
WORLD (E.G. PERSONS WITH DISABILITIES, ELDERLY PEOPLE,
THOSE LIVING IN AREAS WITH LITTLE OR NO INTERNET ACCESS)

THE DIFFICULTY OF DISCONNECTING AND FINDING
A GOOD ONLINE/OFFLINE LIFE BALANCE

THE DIFFICULTY OF LEARNING NEW DIGITAL SKILLS
[N ORDER TO TAKE AN ACTIVE PART IN SOCIETY
(E.G. WORKING OR STUDYING ONLINE, ONLINE VOTING)

THE ENVIRONMENTAL IMPACT OF DIGITAL
PRODUCTS AND SERVICES

NONE OF THE ABOVE

OTHER

DON'T KNOW

° QB3. What worries you most about the increased role of digital tools and the
internetinternetin our society? (MAX. 4 ANSWERS)
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A national analysis shows some interesting diffrences among The highest proportion ofespondentsindicatingthe difficulty

EU Member StatesThe mostlikely to indicate worrying about some people have accessing the online world are found in the
cyber-attacks and cybercrime such as theft or abuse of Netherlands (5%), Finland(54%) and Sweden (8%). The kast
personal data, ransomware (malicious software) or worried about this are respondents i€zechia (19%), Estonia

phishing are respondents in Sweden (82%), the Netherlands and (26%), and ithuania (29%).
Finland (79%both), and Ireland and Denmark (70% botHp ten . o -

respondents in Romania (38%), Croatia (41%), and Cyprus (44%).  disconnecting and finding a good online/offline life balance
in Greece, Croatia, and the Netherlar(df 44%), Denmark (43%),

In 21 EU Member States, more than hatidicate being worried and Germany and Luxembourg (both 40%) and least likely to do

about the saf ety and well -being of children , most notably in so in Lithuania (20%), Portugal (21%), and Cyp(25%).

Cyprusand Ireland (71%both), Croatia (65%)and Greece and

Luxemburg (63% both) Least likely to indicate this are Worries about the difficulties of learning new digital skills

respondents in Poland and Romania (both 38%j Netherlands in order to take an active part in society  are mostlyindicated

and Finland (both 47%), and Bulgaria (49%). by respondents in Greece and ltaly (both 35%), Croatia and
Hungary (both 33%), and Austria (32%), white environmental

The espondentghat are most likelyto worry about the use of impact of digital products and services is indicated mostin

personal data and information by companies or public France (33%), Slovakia (31%), and Austria and Italy (both 29%).

administrations are from Greece (64%), the Netherlands (63%),
and Ireland (58%), with respondents least likelyitalicatethis in
Romania (33%), Latvia (35%), and Hungary and Slovakia (both
37%).
QB3  What worries you most about the increased role of digital tools and the internet in our society?
(MAX. 4 ANSWERS(Pb)
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Thesocio-demographic data shows the following:

A

Men are more likely (49%) to worry about the use of
personal data and information by companies or public
administrations than women (43%). Theyare more or less
equallylikelyto worryaboutcyber-attacks and cybercrime
such as theft or abuse of personal data, ransomware
(malicious software) or phishing than women (58% vs
54%). Womenon the other hand are more likely (56%) to
worry about the safety and well-being of children than
men (50%).

Respondentsf all agesare equallylikely (aboutsixin ten)to
worry aboutcyber-attacks and cybercrime such as theft
or abuse of personal data, ransomware (malicious
software) or phishing, but substantially more likely than
thoseaged55 and up (50%).The sameis true regardingthe
use of personal data and information by companies or
public administrations (about 50% vs 40%). However,
respondentsaged 55 and up are more likely (29%) to worry
about the difficulty of learning new digital skills in
order to take an active part in society (e.g.workingor
studyingonline,onlinevoting) than those aged40-54 (26%),
those aged 15-24 (23%),and those aged 25-39 (21%).The
youngestrespondentsaged 15-24, are most likely (47%) to
worryaboutthe difficulty of disconnecting and finding a
good online/offline life balance, followed by those aged
25-39 (42%),40-54 (37%),and 55+ (24%).Theyoungestage
group is also more likely (28%) to worry about the
environmental impact of digital products and services,
than those aged55 and up (20%).

Respondentwho have a higher education(64%) are more
likely to worry about cyber-attacks and cybercrime such
as theft or abuse of personal data, ransomware

(malicious software) or phishing, thanthosewhofinished
their educatbn aged 16 to 19 (54%),and thosewho wentto
schooluntil the age of 15 (39%).Respondentsvho enjoyeda
higher educationare more likely (51%) to worry about the
use of personal data and information by companies or
public administrations than those who enjoyed a
secondaryeducation(45%), and those who went to school
until the ageof 15 (35%).Respondentsf all educationlevels
are equally likely (54%) to be concernedabout the safety

and well-being of children online.Respondentsavho are
still studyingare substantiallymore likely (49%) to indicate
the difficulty of disconnecting and finding a good
online/offline life balance thanthosewhoenjoyeda higher
education(38%),thosewho finishedtheir educationaged 16
to 19 (32%), and those who went to schooluntil the age of
15 (22%).

A

We note that among different sociedemographiccategories,
managersare more likely (44%)to worry about the difficulty
of disconnecting and finding a good online/offline life
balance thanotherwhite collarworkers(39%),manualworkers
and the unemployed (both 36%), the self-employed (35%),
housepersons(27%),and pensionerq21%).

Respondentsvhoneverhavetrouble payingbills are morelikely
(59%) to worry about cyber-attacks and cybercrime such
as theft or abuse of personal data, ransomware

(malicious software) or phishing than thosewho encounter
financial difficulties most of the time (50%). However,
respondentswho regularly face financial difficulties are more
likely (30%)to be concernedaboutthe difficulty of learning

new digital skills in order to take an active part in society

(e.g.working or studying online, online voting) thanthose
who are financially secure(24%).

Respondentavho use the internet every day are more likely
(61%) to worry about cyber-attacks and cybercrime such
as theft or abuse of personal data, ransomware
(malicious software) or phishing, than those who
sometimesuse the internet (49%), and than those who never
go online (28%). Respondentsvho use the internet every day
are alsomore likely (49%)to worry aboutthe use of personal
data and information by companies or public
administrations  than those who never go online (24%).
Respondentsvho go onlineeveryday are more likely (38%) to
be concernedabout the difficulty of disconnecting and
finding a good online/offline life balance than those who
sometimes go online (27%), and those who never use the
internet(17%).
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What worries you most about the increased role of digital tools and the internet in our society? (MAX. 4 ANSWERS)

(% - EU)
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25-39 41 21
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~
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Socio-professional category

16-19

20+

Self- employed
Managers
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49
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40

49

Still studying
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35
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48
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Manual workers
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Unemployed

Retired
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Students

Difficulties paying bills
Most of the time
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24
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43

a7
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From time to time
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Almost never/ Never

Use of the Internet

Everyday
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42
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49

Often/ Sometimes

Never
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The second part of this report focuses othe perception of
participantson the application and protection oifghts in the online

environment. Respondents were asked about their awareness of

the application of rights in the online environment; whether they
were aware that rights enjoyed offline are equally applicable in the
online world.

1. Awareness of the application and
protection of rights in the online
environment

A large number of EU citizens surveyed is not aware that
rights such as the freedom of expression, privacy, or non -
discrimination should also be respected online

When asked whether, before being imteewed, respondenthad
beenaware that the rights that apply offlingsuch as the freedom
of expression, privacy, or nediscrimination) should also be
respected onling respondentsrovided the following answers:

A Overathird (39%)indicatebeingunawarethat the rights that
apply offline shouldalso be respectedonline

A Closeto two thirds (60%)of respondentsndicatebeingaware
of this. Significant differencesexistregardingthis awareness
betweenMemberStates and accordingto the socicgraphic
profiles of respondents

A national analysis indicates thatin six EU Member States, more
than three in fourrespondentds aware that the rights that apply
offline should also be respected online, most notably in Finland
(86%), the Netherlands (85%), and Sweden (84%).

They were also asked to what extent they think the EU protects
those rights online, and whether they waulwant more
information and more concretely, deem it useful to know more
about their rights in the online environment

QB4 Before this interview, were you aware that the rights that apply offline should also
be respected online?
(% - EU27)

Don't know
1

No
39

Yes
60

(Sept.-Oct. 2021)

However, more than half of the respondents indicate that they
were not awarethat rights that apply offline should be respeate
onlinein Bulgaria (64%), Italy (61%), and Romania (58%)seven
other EUMember States, more than 40% of respondentgere not
aware. These countries are Austria (47%), Hungaria %4%6
Slovakia (44%), Poland (43%), Greece (41%), Spaid Croatia
(40% both).

QB4 Before this interview, were you aware that the rights that apply offline should also be respected online?

(%)

00121154011 5 2 1 1 5 1 1 21212052
T —_——— — e —_—— — g
lilblg,w 27 27 28 -133 3-34 44464761
86 85 84 I
82 82 80 ?5
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70 67 &6
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M Yes W No

LT BE CZ CY LV MT FR
M Don't know

5 QBA4. Before this interview, were you aware that the rights that apply offline should
also be respected online?
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An analysis of the socio -demographic data shows the
following:

A

EUcitizensparticipatingin the researchaged15-24 andthose
aged 25-39 are more likely (both 70%) to be aware that
rights that apply offline shouldalso be respectedonlinethan
those aged 40-54 (65%), and substantiallymore likely than
thoseaged55 and up (48%).

Respondentsvho enjoyeda highereducationare more likely
(74%) to be awarethat rights that apply offline shouldalso
be respectedonline than those who went to schooluntil the
agesof 16-19 (56%),and thosewhowentto schooluntil the
ageof 15 (30%).

Among different sociedemographic categories, managers
are most likely (76%) to be aware that the rights that apply
offline shouldalso be respectedonling followed by students
(72%), the self-employed(70%), other white collar workers
(67%),manualworkersand the unemployedboth 59%),and
thosewho are retired (46%).

Social class plays a considerablerole. Thosewho consider
themselvesas belongingto the uppermiddle classare most
likely (79%) to be aware that the rights that apply offline

should also be respectedonline, followed by 73% of those
belongingto the upperclass,63% of the middle class,57%

of the lower middle class, and close to half (47%) of the

workingclass.

Respondentsvho use the internet every day are more likely
(68%) to indicate being aware that the rights that apply
offline should also be resped¢ed online, than those who
sometimesuse the internet (43%), and those who nevergo
online (18%).

Respondentsvho think that their life is going in the right
direction are also more likely (65%) to be aware that the
rights that apply offline shouldalso be respectedonline than
those who think their life is going in the wrong direction
(45%).

QB4 Before this interview, were you aware that the rights that
apply offline should also be respected online?
(% - EV)
g
¢ S =
8
EU27 60 39 1
BTl Gender
Man 63 35
Woman 57 42 1
15-24 70 29 1
25-39 70 29 1
40-54 65 34 1
55 + 48 49 3
15- 30 66 4
16-19 56 43 1
20+ 74 25 1
Still studying 72 27 1
Self- employed 70 29 1
Managers 76 24 0
Other white collars 67 32 1
Manual workers 59 40 1
House persons 41 57 2
Unemployed 59 40 1
Retired 46 51 3
Students 72 27 1
The working class 47 51 2
The lower middle class 57 42 1
The middle class 63 36 1
The upper middle class 79 20 1
The upper class 73 26 1
Everyday 68 31 1
Often/ Sometimes 43 55 2
Never 18 77 5

Things in your |ife are

(=]
(o]
=

(=]

Right direction 65 34 1
Wrong direction 45 53 2
Neither 49 48 3
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Around half of respondents think that the EU protects their
rights in the online environment  well

Respondents were asked to what extehey think the EU protects
their rights in the online environmerit

A Almosthalf (48%)thinkthat the EUprotectstheir rightsin the
online environmentwell. Closeto half (42%) thinks the EU
protectstheir onlinerights fairly well, while only 6% indicate
thinkingthe EUprotectstheserights very well.

A Overonein three (37%) think the EUdoes not protect their
rights in the online environmentwell, with over one in four
(29%) thinkingthe EU_ j ~ rpiiotecbthese rights very well,
and 8% thinkingit protectsrights in the online environment
notwell at all.

A Overoneinten (11%)indicatethat they do not know.

At the national level , notable dfferences exist. In 15 EU Member
States, more than half of all respondents indicate thinking the EU
protects theirrights in the online environmenwell. Most likely to

do so are respondents in Malta and Ireland (both 73%),
Luxembourg (70%), Poland, Hunmgaand Denmark (all 65%).
Respondents are least likely to think this in France (38%), Greece
(39%), Spain and Bulgaria (both 40%).

QB5 How well do you think that the EU protects your rights in the online environment?
(% - EU27)

Don't know
1 Very well
( s 6
Not at all well
’ /kl

Not very well
29

Fairly well
’/ 42

Respondents are most likely to think that the EU does not protect
theirrights in the online environmentell in Greece (47%), Czechia
(44%), and ltaly (42%), and least likely to think this in Malta (14%),
Lithuania and Portugal (both 21%), and Poland (23%

(Sept.-Oct. 2021)

Respondents are most likely to indicate that thdp notuse the
internetin Portugal (13%), Lithuania (10%), and Greece (9%%)e

di adqg’ m nkji_"ion di =pgb\ md'
followed by Spain (18%),France and Sweden (both 16%), and
Estonia Portugal and Austria(all 15%).

QB5 How well do you think that the EU protects your rights in the online environment?
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7 QB5. How wiedo you think that the EU protects your rights in the online
environment?
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An analysis of the socio -demographic data shows the
following:

A

Respondentsged 25-39 are more likely (58%) to think the
EUprotectstheir rights in the online environmentthan those
aged 15-24 (57%), those aged 40-54 (53%), and
substantialy more likely than those aged55 and up (38%).

Respondentsvho are still studyingare more likely (59%) to

think EU protectstheir rights well in the online environment
than thosewho enjoyeda highereducation(54%),thosewho
wentto schooluntil the ages of 16-19 (47%),and thosewho
enjoyeda primary education(31%).

Among different socicdemographiccategories, managers,
other white collarworkers,and studentsare most likely (59%
all) to think the EU protects their rights in the online
environment well, followed by the self-employed (51%),
manual workers (50%), the unemployed(43%), and those
who are retired (34%).

Respondentsvho never have trouble paying their bills are
substantially more likely (50%) to think to think the EU
protectstheir rightsin the onlineenvironmentwell than those
who encounterfinancial difficulties most of the time (33%).

Respondentsvho use the internet every day are more likely
(53%) to indicatethinking the EUprotectstheir rights in the
online environmentwell, than those who sometimesuse the
internet (42%),and thosewho nevergo online (20%).

Respondentswho have a positive image of the EU are
substantially more likely (60%) to think to think the EU
protectstheir rightsin the onlineenvironmentwell than those
whohavea neutral (38%),0r a negativeviewof the EU(23%).

Respondentsvho think that things in their lives are goingin

the right direction are also more likely (53%) to indicate
thinkingthe EUprotectstheir rights in the onlineenvironment
well than thosewhothink thingsin their lives are goingin the

wrongdirection(36%).

QB5 How well do you think that the EU protects your rights in
the online environment?
(% - EV)
5 s z
= 5 g
. z =
= g 8
'_
EU27 48 37 11
15-24 57 31 12
25-39 58 35 7
40-54 53 37 9
55 + 38 39 14
15- 31 39 15
16-19 47 39 11
20+ 54 35 11
Still studying 59 30 11
ol Socio-professional category
Self- employed 51 40 8
Managers 59 34 7
Other white collars 59 32 9
Manual workers 50 40 9
House persons 40 37 15
Unemployed 43 42 13
Retired 34 39 16
Students

Difficulties paying bills

Most of the time

From time to time 45 42 9
Almost never/ Never

Use of the Internet

Everyday

Often/ Sometimes 42 42 15

Never

Positive

Neutral 38 44 13

Negative 23 64 9
Things your | ife are going

Right direction 53 34 11

Wrong direction 36 50 9

Neither 30 39 19
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2. Need for more information on
rights in the online environment

A large majority of respondents would consider it useful to
know more about their rights in the online environment

A Morethan three quarters (76%) of respondentsindicate that
they wouldfind it usefulto knowmore abouttheir rightsin the
onlineenvironmentHalf of the respondentsndicatedthat they
would find knowing more about their rights in the online
environmentfairly useful, while over a quarter (26%) consider
it very useful.

A Aroundonein ten (13%) do not considerit very useful to know
more about their rights in the online environment,and 5% not
useful at all.

A Two percentindicatedthat they
indicatenot usingthe internet

_j ik#&bw,and four percent

Anational analysis shows that in eight EU Member States, more
than eight in ten respondents consider it useful to know mor
about their rights in the online environmentmost notably in
Ireland (87%), Finland (85%), and Belgium, Cyprus, Hungary, and
Malta (all 84%). Least likely to think this are respondents in
Romania (65%), Denmark (66%), and Sweden and Austria (both
72%).

QB6 How useful would you find it to know more about your rights in the online
environment?
(% - EU27)

Don't know

2
Not at aII useful

\ Very useful
Not very useful

— Falrly useful

(Sept.-Oct. 2021)

In six EU Member States, more thanhartl of respondents consider

it very useful to know more about theirights in the online
environmenf most notably in Cyprus (49%), Malta (41%), and
Bulgaria (40%). Respondents are least likely to consider this very
useful in Hungary (17%), Poland and $#kia (20%), and Denmark
(21%).

QB6 How useful would you find it to know more about your rights in the online environment?
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An analysis of the socio -demographic data shows the
following:

A Respondentsiged 15-24 are more likely (90%) to considerit
usefulto knowmoreabouttheir rightsin the onlineenvironment
than those aged 25-39 (86%), those aged 40-54 (83%), and
substantiallymore likely than thoseaged55 and up (64%).

A Respondentsvho are still studying are more likely (90%) to
corsiderit usefulto knowmore abouttheir rights in the online
environmenthan thosewho enjoyeda highereducation(84%),
thosewhoenjoyeda secondaryeducation(76%),andthosewho
enjoyeda primary education(50%).

A Thosewho conside themselves as belonging to the upper
middle classare the most likely (82%) to considerit useful to
know more about their rights in the online environment
followed by 80% of those belongingto the middle class,75%
of the lower middle class,70% of the upperclass,and 66% of
the workingclass

A Respondentsvho use the internet every day are more likely
(86%) to considerit useful to know more about their rights in
the online environment than those who sometimes use the
internet (68%),and than thosewho nevergo online (26%).

A Respondentswho have a positive image of the EU are
substantially more likely (84%) to considerit useful to know
more about their rights in the online environmentthan those
who havea neutral (69%),0r a negativeview of the EU(62%).

A Respondentswho think that their life is going in the right
directionare alsomorelikely (81%)to consideiit usefulto know
more about their rights in the online environmentthan those
who think their life is goingin the wrongdirection(63%).

QB6 How useful would you find it to know more about your
rights in the online environment?
(% - EVU)
2 2
3 z 5
< g 3
Pt
EU27 76 18 2
15-24 90 9 1
25-39 86 13 1
40-54 83 15 1
55 + 64 26 2
15- 50 33 3
16-19 76 20 1
20+ 84 13 2
Still studying 90 9 1
The working class 66 24 2
The lower middle class 75 20 2
The middle class 80 17 1
The upper middle class 82 17 0
The upper class 70 27 3
Use of the Internet
Everyday 86 13 1
Often/ Sometimes 68 29 2
Never 26 45 4
Image of EU
Positive 84 13 1
Neutral 69 23 2
Negative 62 32 3
Things in your |ife are
Right direction 81 16 1
Wrong direction 63 30 2

Neither 63 25 2
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The third part of this report delves deeper into the perception
among citizens in theEuropean Union regarding a proposed
common European visiofor a digital decadein the form of a list

of the mainrights, principlesand valuesRespondents were asked
to give their opinion on whether or not they deem it useful for the
European Commissioto define and promotesuch a common
European vision.

1. European vision on digital rights
and principles

A large majority of respondents considers it useful for the
European Commission to define and promote a common
European vision on digital rights and prin ciples

Across all respondents:

A More than eight in ten (82%) think that it would be useful for
the EuropeanCommissionto define and promote a common
Europearvisionon digital rights and principles, with morethan
half (51%) consideringt fairly useful, and closeto onein three
(31%) deemingthis very useful.

A Closeto onein ten (9%)indicatethinkingthat this would not be
very useful, and a small number (49%) thinks that it would not
be useful at all.

A Fivepercentof respondentsndicatedthat they | ikhéw.

Anational analysis showsthat in six EU Member States around
nine in ten (or more respondents consider it useful for the
European Commission to define and promote a common European
vision on digital rightsand principles, chiefly in Ireland (93%),
Cyprus (91%), Belgiuml.uxembourg, and Hungaryall 89%).
Respondents are least likely to think this way in Romania (71%),
Latvia and Estonia (both 74%), and Austria (76%).

The European Commission wants to compile a list of the main rights, principles ¢
values that together define the approach of the European Union to digital life.

QB7 How useful do you think it would be for the European Commission to define
promote such a common European vision?
(% - EU27)

Not at all useful
41

rDon't know
517

Very useful

Not very useful _ 311

91

,/'

Fairly useful  ~
511

(Sept.-Oct. 2021)

Close to half (48%) of the respondents in Cyprus consider it very
useful for the European Commission to define and promote a
common European vision on digital rights and principles, followed
by the Netherlands and Ireland (both 42%), and Bulgaria (40%).
Least likely to think this way are respondents in Portugal (17%),
Estonia (20%), and Romania (21%More than one in ten

m nkji_"ion di_d~\o" oc\o oc t
Lithuania (14%) andBulgaria(12%).

QB7 How useful do you think it would be for the European Commission to define and promote such a common European

vision?
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8 QB7. How useful do you think it would be for the European Commission to define
and promote such a common European vision?
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An analysis of the socio -demographic data shows the
following:

A Respondentsaged 15-24 are slightly more likely (91%) to
considerit useful for the EuropearCommissiorto defineand
promote a common Europeanvision on digital rights and
principles than those aged 25-39 (89%),those aged 40-54
(86%),and substantiallymore likely than those aged 55 and
up (73%).

A Respondentsvho are still studyingare more likely (93%) to
considerit useful for the EuropearCommissiorto defineand
promote a common Europeanvision on digital rights and
principles,than thosewho enjoyeda highereducation(88%),
those who enjoyeda secondaryeducation(82%), and those
who enjoyeda primary education(62%).

A Amongdifferent sociodemographiccategories students are
the most likely (93%) to considerit useful for the European
Commissionto define and promote a common European
vision on digital rights and principles followed by managers
and other white collarworkers(both 90%), the self-employed
(86%), manualworkers(85%), the unemployed80%), house
persons(70%),and pensionerg69%).

A Respondentsvho use the internet every day are more likely
(88%) to considerit useful for the EuropeanCommissiorto
define and promote a common Europeanvision on digital
rights and principles,than those who sometimes use the
internet(77%),andthan thosewho nevergo online (46%).

A Respondentswho have a positive image of the EU are
substantially more likely (91%) to considerit useful for the
EuropeanCommissionto define and promote a common
Europeanvision on digital rights and principles,than those
whohavea neutral (76%),0r a negativeviewof the EU(61%).

A Respondentsvho think that their life is going in the right
directionare also more likely (86%) to considerit useful for
the EuropeanCommissiorto define and promotea common
Europeanvision on digital rights and principkes than those
who think their life is goingin the wrongdirection(71%).

QB7 How useful do you think it would be for the European
Commission to define and promote such a common
European vision?

(% - EVU)

= 3

=]

=) B X

g & 5

e g 3

|_
EU27 82 13 5
15-24 91 7 2
25-39 89 9 2
40-54 86 12 2
55+ 73 17 10
15- 62 21 17
16-19 82 13 5
20+ 88 9 3
Still studying 93 6 1
Self- employed 86 11 3
Managers 90 9 1
Other white collars 90 9 1
Manual workers 85 12 3
House persons 70 21 9
Unemployed 80 15 5
Retired 69 18 13
Students 93 6 1
Use of the Internet
Everyday 88 10 2
Often/ Sometimes 77 18 5
Never 46 30 24
Positive 91 6 3
Neutral 76 16 8
Negative 61 33 6
Things in your |ife are

Right direction 86 10 4
Wrong direction 71 23 6

Neither 71 17 12
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2. Importance of the EU set ofdigital
principles for the Digital Decade

A large majority of respondents considers all s even of the
following example principles important to include in a list
of principles that define the European approach to digital

life (Q8)

Respondents were given a list @xample principles, and asked A

whichof them they consideredo be important to include in a list
of principles b define a European approach to digital life

A Acrossthe EU,nine in ten (90%) respondentsindicate the
principlethat everyonejncludingpeoplewith disabilitiesor at
risk of exclusion,should benefit from easily accessibleand

userfriendly digital public services with more than half A

(57%) consideng this principlevery importantto inludein a
list of principles.

A Ninein ten (90%)respondentsndicat the principleigveryone
[to] be clearly informed about the terms and conditionsthat
applyto their internetconnectiofatith more than half (56%)

consideing this principleveryimportantto includein a list of A

principles

A Closeto ninein ten (89%) respondentsndicatethe principle
that everyoneneedsto be ableto accessthe internetthrough
an affordable and high speed connection with over half

(53%) consideringhis principleveryimportantto includein a A

list of principles.

Closeto ninein ten (86%) respondentsndicate the principle
that everyoneshouldhavesecureaccesdgo their onlinehealth
records(e.g.medicalresultsand prescriptionsjand remainin
full control of this information with over half (55%)
consideing this principlevery importantto includein a list of
principles

Closeto ninein ten (85%) respondentsndicatethe principle
that everyoneshouldbe ableto usea secureandtrustworthy
digital identity that can be usedto accessa broadrange of
public and private online services with over half (52%)
consideing this principleveryimportantto inlcudein a list of
principles

More than eight in ten (82%) respondentsindicate the
principlethat everyoneshouldbe ableto benefitfrom digital
healthandcareserviceqe.gtelemedicine)with closeto half
(48%) consideing this principlevery important to inlcudein
a list of principles

Closeto eightin ten (77%)respondets indicatethe principle
that data or information should only needto be submitted
oncewheninteractingwith publicadministrations with over
two in five (42%) consideing this principleveryimportantto
includein a list of principles.

QB8 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?
(% - EU27)

EVERYONE, INCLUDING PEOPLE WITH DISABILITIES OR AT RISK
OF EXCLUSION, SHOULD BENEFIT FROM EASILY ACCESSIBLE
AND USER-FRIENDLY DIGITAL PUBLIC SERVICES

EVERYONE SHOULD BE CLEARLY INFORMED ABOUT THE TERMS
AND CONDITIONS THAT APPLY TO THEIR INTERNET CONNECTION

EVERYONE SHOULD HAVE SECURE ACCESS TO THEIR ONLINE
HEALTH RECORDS (E.G. MEDICAL RESULTS AND PRESCRIPTIONS)
AND REMAIN IN FULL CONTROL OF THIS INFORMATION

EVERYOMNE NEEDS TO BE ABLE TO ACCESS THE INTERNET
THROUGH AN AFFORDABLE AND HIGH SPEED CONNECTION

EVERYONE SHOULD BE ABLE TO USE A SECURE AND
TRUSTWORTHY DIGITAL IDENTITY THAT CAN BE USED TO ACCESS
A BROAD RANGE OF PUBLIC AND PRIVATE ONLINE SERVICES

EVERYOMNE SHOULD BE ABLE TO BENEFIT FROM DIGITAL
HEALTH AND CARE SERVICES (E.G. TELEMEDICINE)

DATA OR INFORMATION SHOULD ONLY NEED TO BE SUBMITTED
ONCE WHEN INTERACTING WITH PUBLIC ADMINISTRATIONS

= | | =
Very important Fairly important Not very important Not at all Don't know
important

¢ QB8.How important would it be for you to have the folling included in a list of
principles that define the European approach to digital life?
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A national analysis shows that in 14 EU Member States, more
than nine in ten respondents considérimportant to include the
example principle that everyone, including people with
disabilities or at risk of exclusion, should benefit from
easily accessible and user -friendly digital public services
most notably in Luxembourg, Ireland and Sweden (97% all),
Cyprus, Finland and the Netherlands (96% all), and Greece and
Malta (95% both). Least likely to do so arespondents in Romania
(74%), Slovakia (83%), and Czechia (84%).

In six EU Member States, more than seven in ten respondents
consider this principlevery importantto be includedin a list of
principles This is for example the casm Ireland (79%),Malta
(77%), and Sweden &%6).Least likely to do so are respondents in
Romania 88%), Slovakia41%), and Czechia 3%6).

QB8.3 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone, including people with disabilities or at risk of exclusion, should benefit from easily accessible and

[op} N
m-uIAIHIN

user-friendly digital public services (%)
| "—— N

IE LU SE NL FI
Hl Very important

CY EL MT DE SI BE DK
M Fairly important

Anational analysis shows thatin 17 EU Member States, at least
nine in ten respondents consider it important to include the
example principle thaeveryone should be clearly informed
about the terms and conditions that apply to their  internet
connection, most notably in Ireland, and Cyprus (both 96%),

Greece (95%), Malta, Luxembourg, Slovenia, and Finland (94% all).

The kast likely to think this way are respondents in Romania
(81%), Austria (82%), and Estonia and Czechia (both 84%).
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In five EU Member @tes, more than two in three respondents
consider this principle very important to be included in a list of
principles. This is for example the case in Ireland (78%), Cyprus
(74%), and Malta (73%). The least likely to think this way are
respondents in Ausia and Romania (both 44%), Slovakia (47%),
and Czechia, Estonia, and Portugal (all 49%).

QB8.2 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone should be clearly informed about the terms and conditions that apply to their internet connection (%)
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Anational analysis shows that in 13 EU Member States, least
nine in ten respondentsonsider it important to include the
example principlghat everyone needs to be able to access

the internet through an affordable and high speed
connection, most notably in the Ireland, Malta, and the
Netherlands (all 95%), Luxembourg, Slovenia, and Finland (all
94%), and Belgium, Germanyreggce &ll 93%). Respondentsre
least likely to mention this in Czechia (76%), Romania (79%), and
Bulgaria, Slovakia and Poland (84% all).

In four EU Member States, more than two in three respondents
consider this principle very importario be includedin a list of
principles This for example the case Ireland 80%), Malta (4%),
and Slovenia(70%).Respondents are least likely to think this way
in Czechia (35%), Portugal (37%), aBtbvakia(39%).

QB8.1 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone needs to be able to access the internet through an affordable and high speed connection (%)
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M Very important M Fairly important

A national analysis shows that in eleven EU Member States, at
least nine in ten respondents considirimportant to include the
example principle thagéveryone should have secure access to

their online health records (e.g. medical results and
prescriptions) and remain in full control of this information

most notably in Finland (98%), Ireland, Malta and Cyprus (all 94%),
and Denmark, Greece, and Slovenia (all 93%). The respondents
least likely to mention this are from Romania (75%), Spain (79%),
and Austria(81%).
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In 21 EU Member States, more than half of all respondents
consider this principle very important to be included in a list of
principles. This is for example the case in Cyprus (76%), Malta and
Ireland (both 75%), and Finland (73%). Less than half af
respondents think this way in Romania (42%), Slovakia (44%), and
Poland (47%).In Romania, more than one in ten (11%)

m nkji_"ion di_d~\o oc\lo oc't

QB8.6 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone should have secure access to their online health records (e.g. medical results and prescriptions) and

remain in full control of this information (%)
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A national analysis shows that in eight EU Member Statest
least nine in tenrespondents consideit important to include the
exampleprinciple thateveryone should be able to use a secure

and trustworthy digital identity that can be used to access

a broad range of public and private online services , most
notahly in Finland (96%), Malta, Cyprus, and Ireland (all 94%), and
Slovenia and Denmark (both 93%), and Sweden (92Phg kast
likely to mention this are respondents in Romania (72%), Austria
(79%), and Czechia, Spain, France, and Slovakia (83% all).

In 21 EU Member States, more than half of the respondents
considerthis principle very importanto be includedin a list of
principles This is for example the casi Ireland (76%),Cyprus
(75%), Malta(72%). Respondents are least likely to think this way
in Romania 39%), Slovakia (40%)and Polandand Austria(both
46%). In Romania, more than one in ten (11%) respondents
di _d~\Vo" oc\o oc 't _ji%¥o fijr)

QB8.7 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone should be able to use a secure and trustworthy digital identity that can be used to access a broad

range of public and private online services (%)
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A national analysis shows that in five EU Member States, at least
nine in ten respondentsconsider it important to include the
example principlethat everyone should be able to benefit

from digital health and care services (e.g . telemedicine),
most notably in Malta and Ireland (both 94%), Greece (93%),
Cyprus (92%), and Portugal (90%). Least likely to mention this are
respondents in Romania (71%), Sweden (76%), and France and
Austria (both 77%).
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In 12 EU Member States, more thahalf of the respondents
consider this principlevery importantto be included in a list of
principles. This is for example the case in Malta (76%), Cyprus
(75%), and Ireland (73%). Least likely to consider this as very
important are respondents in Czechia (36%), Romania (38%), and
Slovakia (39%)ln Romania, one in te(10%) respondents indicate
oc\o oc t _ji%¥o fijr)

QB8.5 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone should be able to benefit from digital health and care services (e.g. telemedicine) (%)
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A national analysis showsthat in 13 EU Member Statest least
eight in ten respondentsconsider it important to include the
example principle thatata or information should only need

to be submitted once when interacting with public
administrations , most notably in Finland (93%), Ireland (92%),
and Malta (90%)The kast likely to mention this areaspondents

in Sweden (64%), Estonia (67%), and Romania, the Netherlands
and Austria (both 69%).

Special Eurobarometer 518
Digital Rights and Principles

In nine EU Member States, more than half of the respondents
considerthis principlevery importantto be includedin a list of
principles This is for examplehe casein Ireland (71%), Malta
(64%), andCyprus and Sloveniéoth 62%). The kast likely to
consider this as very important are respondentsSweden 27%),
Romania,Austria and Estonia @&% all), and Denmarkand the
Netherlands(both 37%). In nine countries, one in ten or more
m nkji_"ion di_d~\o" oc\o oc’
(14%), Bulgaria, Romania, ar®@pain(12% all), and Slovakia and
Portugal (both 11%).

QB8.4 How important would it be for you to have the following included in a list of principles that define the European
approach to digital life?
Data or information should only need to be submitted once when interacting with public administrations (%)
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An analysis of the socio-demographic data shows the
following:

A

Little variation can be found regardingsupportfor inclusion
of the proposedexample principlesto define the European
approachto digital life among the three youngest aged
groups,with substantiallyless supportamongthose aged55
and up. Forinstance,respondentsaged 40-54 are the most
likely (95%)to consideras importantfor inclusionin a list of
digital principlesthat everyone, including people with
disabilities or at risk of exclusion, should benefit from
easily accessible and user-friendly digital public
services, followed by those aged 15-24 (94%),those aged
25-39 (93%),and those aged55 and up (86%).Respondents
aged 40-54 are slightly more likely (82%) to mention the
principlethat data or information should only need to be
submitted once when interacting with  public
administrations than those aged 25-39 (81%),those aged
15-24 (80%),and substantiallymorethanthoseaged55 and
up (73%).

Overall, respondentswho enjoyed a higher education are
more likely to supportincludingeachof the examplesin a list
of principlesto define the Europeanapproachto digital life,
than those who enjoyedless education.For instance,those
who enjoyed a higher educationare more likely (93%) to
mention the example principle that everyone should be
clearly informed about the terms and conditions that
apply to their internet connection, than those who
enjoyeda primary education(79%).

I Not very important
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Differencesamongsocic professionalcategoriesare limited.
Overall, managers, students, the self-employed, manual
workers,and the unemployedare more likely to supportthe

inclusionof the proposedprinciplesin a Europearapproach
to digital life, than house persons and pensioners.For
instance, students are most likely (93%) to mention the

principlethat everyone should be able to use a secure

and trustworthy digital identity that can be used to

access a broad range of public and private online

services, followed by managers(91%), other white collar
workers (90%), the self-employed (89%), the unemployed
(88%), manual workers (86%), house persons (79%), and
thosewho are retired (75%).

Respondentsvho neverhavetrouble payingbills are slightly
more likely (87%) to mention the principlethat everyone
should be able to use a secure and trustworthy digital

identity that can be used to access a broad range of
public and private online services than those who have
financial difficulties most of the time (78%). Thispatternis
repeatedfor all of the sevenexampleprinciples.
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How important would it be for you to have the following included in a list of principles that define the European approach to

digital life?

0B8
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A large majority of respondents considers all nine of the
following example principles important to include in a list

of principles that define the European

life .

approach to digital

Respondents were given an additional list @kampleprinciples,

and

include in alist of principles that define the European approach to

asked whichof them they consideredto be important to

digital lifet°.

A

Acrossthe EU, more than nine in ten (93%) respondents
indicate as important the principlethat children should be
protected in the online environment , with close to three
quarters(73%) of respondentsconsideing this principlevery
importantfor inclusionin a list of principles.

Morethan ninein ten (91%)respondentsndicatethe principle
that the confidentiality of communications such as
telephone calls or text messages should be protected
as important, with closeto two thirds (64%) of Respondents
consideringhis principleveryimportantfor inclusionin a list
of principles.

Ninein ten (90%) respondentsndicatethe principleabout a
safe and trusted online environment where people are
protected from cybercrime and illegal content and
goods as important with close to two thirds (61%) of
Respondentsconsideringthis principle very important for
inclusionin a list of principles.

Closeto ninein ten (87%) respondentsndicateas important
the principlethat digital products e.g. mobile phones and
services e.g.storing data and information online should
be produced and used so as to limit their harmful

impact on the environment, with over half (52%)
consideringhis principleveryimportant for inclusionin a list
of principles.

Closeto ninein ten (87%) respondentsndicatethe principle
that Europeans should be protected against the risky or
unethical application of digital technologies including
Artificial Intelligence as important with more than half
(54%) of respondents considering this principle very
importantfor inclusionin a list of principles

Joseto ninein ten (87%) respondentsndicate the principle
that understanding of digital technologies should be

promoted asimportant, with closeto half (45%)considering
this principleveryimportantfor inclusionin a list of principles.

Closeto ninein ten (87%) respondentsndicatethe principle
that digital technologies should help to address climate

change challenges e.g. weather monitoring, disaster

alert systems or traffic management asimportant, with
more than half (51%) considering this principle very
importantfor inclusionin a list of principles.

Closeto ninein ten (86%) respondentsndicatethe principle
that information on the impact that digital products

and services have on the environment should be easy
to obtain asimportant, with closeto half (47%) considering
this principle very important for inclusion in a list of
principlesAroundeightin ten (84%) respondentsndicatethe
principlethat everyone should be able to balance the

time spent using digital technologies in a remote

working and learning environment as important, with
close to half (44%) considering this principle as very
importantfor inclusionin a list of principles.

QB9 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?
(% - EU27)

CHILDREN SHOULD BE PROTECTED IN THE ONLINE ENVIRONMENT _73 - 20 1|3 | 1 I 3

THE CONFIDENTIALITY OF COMMUNICATIONS SUCH AS _ 64
TELEPHONE CALLS OR TEXT MESSAGES SHOULD BE PROTECTED

27 4|2 I3

A SAFE AND TRUSTED ONLINE ENVIRONMENT WHERE PEOPLE ARE

PROTECTED FROM CYBERCRIME AND ILLEGAL CONTENT AND GOODS _ o - 24P I4

EUROPEANS SHOULD BE PROTECTED AGAINST THE

RISKY OR UNETHICAL APPLICATION OF DIGITAL _ 54

TECHNOLOGIES INCLUDING ARTIFICIAL INTELLIGENCE

2I5

DIGITAL PRODUCTS E.G. MOBILE PHONES AND SERVICES E.G. STORING

SO AS TO LIMIT THEIR HARMFUL IMPACT ON THE ENVIRONMENT

DIGITAL TECHNOLOGIES SHOULD HELP TO ADDRESS CLIMATE
CHANGE CHALLENGES (E.G., WEATHER MONITORING,
DISASTER ALERT SYSTEMS OR TRAFFIC MANAGEMENT)

INFORMATION ON THE IMPACT THAT DIGITAL PRODUCTS AND - &7
SERVICES HAVE ON THE ENVIRONMENT SHOULD BE EASY TO OBTAIN

DATA AND INFORMATION ONLINE SHOULD BE PRODUCED AND USED _ 52 -35 6 IZ I5

EVERYONE SHOULD BE ABLE TO BALANCE THE TIME
SPENT USING DIGITAL TECHNOLOGIES IN A REMOTE
WORKING AND LEARNING ENVIRONMENT

UNDERSTANDING OF DIGITAL TECHNCLOGIES SHOULD BE PROMOTED -45 -42

Very important Fairly important

Not very important

12 QB9. How important would it be for you to have the following included in a list of

principles that define the European approach to digital life?

2 IS
2 IS
6 2 IS
44-40 7 I2 7

Not at all important Don't know
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Anational analysis shows thatin 11 EU Member States, least
95% of respondents considét importantto includethe example
principle that children should be protected in the online
environment . In Greece and Ireland, almost all (98%) respondents
mention this, followed  Sweden, Luxembourg, and Cyprus (97%
all), and Slovenia, Germany, the Netherlands, Finland, and Malta
(96% all). Least likely to mention this are respondents in Romania
(82%), Poland (85%), and Estonia (89%).

In nine EU Member States, more than eightten respondents
consider this principle very importarid be included in a list of
digital principles. This is for example the case Ireland (88%),
Greece (87%), and Cyprus, Luxembourg, and Sweden (85% all).
Least likely to do so are respondents in Romaid %), Poland
(55%), and Slovakia (58%).

QB9.4 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Children should be protected in the online environment
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A national analysis shows that in 20 EU Member States, more
than nine in ten respondents consider it importaotinclude the
principlethat the confidentiality of communications such as
telephone calls or text messages should be protected . In
Finland, almost all respondent®9%) mention this, followed by
Luxembourg, Ireland and Greece (97% all), and Cyprus (96b®).
least likely to mention this are respondents in Romania (77%),
Poland (86%), and Austria, and Estonia (both 87%).
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In 17 EU Member States, more than two tiér of respondents
consider this principle very importarib be included in a list of
digital principles This isfor examplethe casefor Ireland (82%),
Cyprus (80%), and Finland (79%). Less than half (46%) of the
respondents in Romania think the same wégllowed by just over
half (51%) of the respondents in Poland, and 52% in Slovakia.

QB9.9 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

The confidentiality of communications such as telephone calls or text messages should
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Special Eurobarometer 518
Digital Rights and Principles

A national analysis shows that in nine EU Member States, 95%
(or moreg) of respondentsconsider it important to include the
principleabouta safe and trusted online environment where
people are prote cted from cybercrime and illegal content

and goods. Respondents are most likely to think this way in
Ireland, the Netherlands and Sweden (97% all), Luxembourg and
Finland (both 96%), and Slovenia, Greece, Germang,Belgium
(95% all).Least likely to mention this are respondents in Romania
(76%), Poland (84%), and Austria (86%).

In 13 EU Member States, more thatwo thirds consider this
principle very importanto be included in a list of digital principles
This isfor examplethe casein Sweden(84%), Ireland 82%), and
the Netherlands (79%)The respondentsehlst likely to do so are
from Romania 43%),Poland (46%), an&lovakia 48%).

QB9.8 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

A safe and trusted online environment where people are protected from cybercrime and illegal content and

goods (%)
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Anational analysis shows that in nine EU Member States, more
than nine in ten respondentsonsider it important to include the
principle that digital products and services should be
produced and used so as to limite their harmful impact on

the environment . The espondents most likely to think this way
are from Ireland (95%), Sweden, Cyprus, Slovenia (94% all), and
Greece (92%)The kast likely to mention this are respondents in
Romania (74%), Estonia (78%), and Lateind Finland (both 83%).
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In seven EU Member States, two thirds (or more) consider this
principle very important to be included in a list of digital principles.
This is for example the case in Cyprus and Ireland (both 72%),
Slovenia (69%), Bulgaria, GreecMalta and Sweden (66% all).
Least likely to think this way are respondents in Finland (39%),
Estonia and Romania (both 40%), and Poland (43%pund one

in ten respondents in Estonia (11%) and Romania (10%) indicate
ocl\o oc't _ji%o fijr)

QB9.7 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Digital products e.g. mobile phones and services e.g. storing data and information online should be produced
and used so as to limit their harmful impact on the environment (%)
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Special Eurobarometer 518
Digital Rights and Principles

Anational analysis showsthatin 11 EU Member Statest least
nine in ten respondentsconsider it important to include the
principle that Europeans should be protected against the
risky or unethical application of digital technologies
Respondents are most likely to think this way in Ireland (95%),
Luxembourg (94%), and Malta, Greece, and Slovenia (93%0 ak).
least likely to mention this are respondents in Romania (76%),
Estonia (80%), and Austria and Poland (both 85%).

In21 EU Member Stateshalf (or more) consider this principle very
important to be included in a list of digital principleS his isfor
examplethe case in Ireland (6%),Cyprug72%), and Malta (71%)
The kast likely to think this way are respondents Romania
(41%),Finland(43%), and Portugahnd Polandboth 45%). Around
one in ten respondents in Estonia (11%) and Romania (10%)
di _d~\Vo" oc\o oc 't _ji%¥o fijr)

QB9.3 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Europeans should be protected against the risky or unethical application of digital technologies including

Artificial Intelligence (%)
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At the national level , an analysis indicates that in eight EU
Member States, nine in ten (or more) respondents consider it
important to include the principle thainderstanding of digital
technologies should be promoted . Respondents are most likely
to think this way in Ireland (95%), Finland (94%), and Cyprus
(92%). The least likely to mention this are respondents in Romania
(76%), Estonia and Austria (both 82%), and Poland (83%).
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In nine EU Member States, at least half of respondents consider
this principle veryimportant to be included in a list of digital
principles. This is for example the case in Ireland (70%), Cyprus
(68%), and Malta (64%). The least likely to think this way are
respondents in Poland and the Netherlands (both 38%), and
Romania (39%).

QB9.2 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Understanding of digital technologies should be promoted (%)
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At thenational level

Special Eurobarometer 518
Digital Rights and Principles

, an analysis indicates that in 12 EU Member

States, nine in terfor more) respondentsconsider it important to
include the principle thatdigital technologies should help
address climate changes challenges . Respondents are most
likely to think this way in Sweden and Ireland (both 94%), Malta
and Cyprus (both 93%), Greece (92%@astlikely to mention this

are respondents in Romania (73%), Estonia (75%), and Latvia and
France (both 83%).

In 14 EU Member States, halbr more) consider this principle very
important to be included in a list of digital principleS his isfor
examplethe case in Ireland74%), Malta andCyprus lpoth 68%),

and Sweden (66%). Least likely to think tkat this way are
respondents in Romanié7%), Estmia (40%), andAustria and

Italy (both 43%). Around one in ten respondents in Estonia (12%)
\'i_ Mjhyid\ #,+r$ di_d”*\Vo" oc\o

QB9.5 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Digital technologies should help to address climate change challenges (e.g., weather monitoring, disaster alert

systems or traffic management) (%)
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Anational level analysis shows that in four EU Member States,
at least nine in ten respondents consider itimportant to include the
principle thateveryone should be able to balance the time
spent using digital technologies in a remote working and
learning environment . Respondestare most likely to think this
way in Ireland (95%), and Malta and Cyprus (both 93%), and
Hungary (90%). The least likely to think this way are respondents
in Romania (73%), Sweden (75%), and Estonia (76%).
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In nine EU Member States, half (or more) comesithis principle
very important to be included in a list of digital principles. This is
for example the case in Ireland (75%), Malta (70%), and Cyprus
(69%). Least likely to think this way are respondents in Sweden
(31%), Finland (34%), and Denmark (35%)round one in ten
respondents in Estonia (13%) and Romania (10%) indicate that
oc t _ji¥o fijr)

QB9.1 How important would it be for you to have the following included in a list of principles that define the European

approach to digital life?

Everyone should be able to balance the time spent using digital technologies in a remote working and learning

environment (%)
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Special Eurobarometer 518
Digital Rights and Principles

Anational level analysis shows that in seven EU Member States,
at leastnine in ten respondentsonsider it important to include the
principle thatinformation on the impact that digital products

and services have on the environment should be easy to
obtain. Respondents are most likely to think this principle is
important in Ireland (95%), Sloveni®4%), and Luxembourg and
Cyprus (both 93%). Least likely to mention this are respondents in
Estonia (74%), Romania (75%), and Finland (77%).

In eight EU Member States, ha{br more) consider this principle
very importantto be included in a list of digital principle§his is
for examplethe case in Ireland72%),Cyprus(69%),and Slovenia
(66%). Least likely to think this way are respondents in Finland
(29%), Czechia (35%)and Esbnia (37%). Around one in ten
m - nkji _"“ion di @nojid\ #,-1%
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